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OIIPEJAEJIEHUSA

B HacTosmeM IOKyMEHTE HCHOJB3YIOTCSA CHEAYIOIIUE TEPMHMHBI M HX
OIIpELCIICHHUS.

ABTOMATH3MPOBAHHAS CHCTEMAa — CHCTEMa, COCTOSINAS W3 IIEPCOHANa U
KOMILIEKCA  CPEICTB  ABTOMATH3alMM  €ro  JICATENIbHOCTH, Peau3yHolas
MH(POPMAIMOHHYIO TEXHOJIOTHIO BBITIOIHEHHUS YCTAHOBIEHHBIX (DYHKIIHH.

AyreHTHQHKAINSA OTHPABUTENS AAHHBIX — IOATBEPKIEHHUE TOTO, YTO
OTIPABUTEIb IMOIYYEHHBIX JaHHBIX COOTBETCTBYET 3asBICHHOMY.

besonmacHocTh NepPCOHANBHBIX JAHHBIX — COCTOSHHME 3aINUIIEHHOCTH
NEPCOHANBHBIX  JAHHBIX, XapaKTepU3yeMOe CIIOCOOHOCTBIO  ITOJIE30BaTelleH,
TEXHUYCCKUX  CPEACTB M UHGOPMAIMOHHBIX  TEXHOJOIHH  00ECIIEYHTH
KOH(UIEHIMATBHOCTD, LENOCTHOCTh U JIOCTYIHOCTH TIEPCOHAIBHBIX NAHHBIX IIPH
uX 00paboTke B NHPOPMALMOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX.

buomerpuyeckue mnepcoHadbHbIe [aHHbIE — CBEIEHUS, KOTOpBIE
XapaKTePH3YIOT (U3HONOTHIECKHE OCOOCHHOCTH YEIOBEKa U Ha OCHOBE KOTOPBIX
MOJKHO YCTAQHOBHTH €r0 JMYHOCTb, BKIIOUas (oTorpaduu, OTIIEYATKH IAIBIIEB,
o0pa3 ceT4aTKH Tlla3a, OCOOCHHOCTH CTPOEHHA Tela M JAPYIYIO MOZOOHYIO
uHGbOpMaLIHIO.

biioknupoBanue NepcOHANLHBIX JAHHBIX — BPEMEHHOE HPEKpaIICHHE
00paboTKM MePCOHANBHBIX TaHHBIX (33 UCKIIOYEHHEM CITydYaeB, eCIlH 06paboTka
HE00X0MMa JUIS yTOUHEHHS IEPCOHATBHBIX JAHHBIX).

Bupyc (koMb TepHbIi, MPOrpaMMHBIi) — UCTIONHAEMBIH IPOrpaMMHBIiT
KOJ WM UHTEPIPETHPYEMBI HAaOOp WHCTPYKIKH, OO0Iagaronuili cBOWCTBAMU
HECAHKIIMOHUPOBAHHOIO PACIIPOCTPAaHEHUSI U caMoBoCIpomn3BeaeHus. Co3maHHbIC
JyOJIMKAaThl KOMIIBIOTEPHOTO BHUPYCAa HE BCETNAa COBIANAIOT C OPUTHHAIOM, HO
COXPAHSIIOT CIIOCOOHOCTB K JaJIbHEUIIeMY pacIpoCTpaHEHUIO u
CaMOBOCIIPOU3BEICHHUIO.

Bpenonocnas mporpamMma — nporpamMma, TpeJHa3HAYSHHAS IS
OCYINECTBICHNS HECAHKIIMOHMPOBAHHOIO JOCTyma W (WIM) BO3ICHCTBHA HA
IICPCOHANBHBIE TAHHBIC WM PECYPChl MHPOPMANMOHHON CHCTEMBI IIEPCOHANBHBIX
JaHHBIX.

BenoMorarenbHble TeXHHYECKHE CPENCTBA M CHCTEMbI — TEXHHYECKUE
CPCACTBA M CUCTEMBI, HE NPEIHA3HAYCHHBIE IS Tepenadn, 00pabOTKH U XpaHEHHUS
NEPCOHANBHBIX  JIaHHBIX, YCTAaHABIMBAEMBIE COBMECTHO C TEXHHYECKUMH
CPCACTBAMM M CUCTEMaMH, MPEIHA3HAYEHHBIMU Ul 0OpabOTKH MEPCOHANBHBIX
AQHHBIX WM B IIOMEIICHUAX, B KOTOPBIX YCTaHOBJIECHBI MH(OPMAIMOHHBIE CHCTEMBI
IIEPCOHAIBHBIX TAHHBIX.

JlocTyn B omepanMoHHYI0 cpely KommbloTepa (MH(OPMALMOHHOI
CHCTEMbI NEPCOHANBHBIX JAHHBIX) — IIONYYEHHE BO3MOXKHOCTH 3aIlycKa HA
BBIMOJIHEHUE INTaTHBIX KOMaH[, (QYHKUIMH, TNpPONEAYp OIEPALMOHHON CHCTEMBI
(YHUYTOXKEHHS, KONMPOBAHWS, TEPEMEIIEHMS M T.IL), HCIIOMHAEMBIX thaiioB
HPUKIAHBIX IPOTPamMM,

HocTyn k uH@opMammm — BO3MOXKHOCTH MONMyYeHHS MHQOPMAIHE U ee
UCIIOJIb30BAHUAL.



3akaano4yHoe yCTPOiCTBO — DJIEMEHT CpEJCTBa CheMa HH(OPMAITHH, CKPBITHO
BHE/IPACMBIN  (3aKIabIBaCMbIid WM BHOCHMEBI) B MECTa BO3MOXKHOIO CheMa
MH(OPMAIUK (B TOM YHCIIE B OTPaKICHUE, KOHCTPYKIIHMIO, 000pPYI0OBAHUE, MIPEIMETE]
MHTEpPbEPa, TPAHCIIOPTHBIE CPEACTBA, a TAKKE B TEXHUYECKHUE CPENCTBA M CHCTEMEI
00pabotku uHDOpPMAITHK).

3amumaemas wuHopMmanusi — wuHOPMAIMS, SBISIOMIAACS IIPEIMETOM
COOCTBEHHOCTH M TOJUIEKAIAs 3alUTe B COOTBETCTBHUU C TPeOOBAHUSIMHU IPABOBBIX
JOKYMEHTOB WM TPEOOBAHHSIMY, YCTaHABIMBAEMBIMU COOCTBEHHMKOM HH(POPMALIUH.

HUnentudukanua — 1pucBoeHHEe CyObeKTaM ©  OOBEKTaM  JIOCTyIIA
UICHTU(UKATOpa W (WIM) CpaBHEHHE IPEIBSBISEMOrO MACHTH(HUKATOPA C MEPEUHEM
IPUCBOCHHBIX UICHTU(HUKATOPOB.

NudopMaTuBHBIH CHTHAJ — OJICKTPUYECKHE CHTHAJBL, AKYCTHYECKHE,
BJICKTPOMArHUTHBIE U Apyrue (pU3MUeCcKUe oI, Mo MapaMeTpaM KOTOPBIX MOKET OBbITh
packpeITa KOH(GHACHIMAIbHAs HHOpMaIWs (TIepCOHABHBIE JaHHbIE) 0OpadaThIBacMast
B MH(OPMAIMOHHOMN CUCTEME MIEPCOHAIBHBIX IAHHBIX.

HUHpopMaunoHHbIe TEXHOJOTMU — TPOIECCHl, METOMBI TIOMCKa, cOopa,
XpaHeHusi, 0OpabOTKH, IPEeIOCTABICHIS, PACIPOCTPAHEHHS HH(DOPMAIMH M CIIOCOOBI
OCYIIECTBIIEHUS] TAKUX MPOIECCOB H METO/IOB.

Hudopmanuonnas cucreMa mnepcoHadbHbIX gannbix (MCIIn) —
COBOKYITHOCTh  COAEpXKAIMXCs B 0a3aX M[aHHBIX TEPCOHATBHBIX JAHHBIX H
ofecnednBarOmuMX UX 00paboTKy WHPOPMAIMOHHBIX TEXHOMOTHH M TEXHUYECKHX
CPEJICTB.

Hcnonn3oBanne mNepcOHANBHBIX JaHHBIX — JEHCTBUS (omepamuu) c
IICPCOHANBHBIMUA TaHHBIMH, COBEPIIAEMBIC OIEPATOPOM B IEIAX IMPHHATHUS
PCIICHUI WM COBEPIIEHHS HHBIX JEHCTBHH, NOPOXIAIOIIMX FOPHIANYECKUE
IIOCJIC/ICTBYSI B OTHOLIEHUM CyOBEKTa IE€PCOHAIBHBIX JIAHHBIX WM JAPYIHX JIMI]
160 WHBIM 0OPA30M 3aTParUBaOLIMX MIPaBa U CBOOOIBI CYOHEKTA IIEPCOHAIBHBIX
JOAHHBIX WM JPYTHX JIALI,

Hcroynuk yrposel Ge3omacHocTH WHpoOpMamum — CyOBEKT OCTYIIa,
MarepUabHbll  OOBEKT WM  (U3MUIECKOE SBICHHME, SBJSIONIMECS — IPUUMHOM
BO3HUKHOBEHHS yTPO3bl 0€301I1aCHOCTH HHGOPMALIHH.

KonTposupyemasi 30Ha — IIPOCTPAHCTBO (TEPPUTOPHs, 30aHUE, YacTh 3AHMUS,
TNOMEILCHHE), B KOTOPOM HCKIIOYEHO HEKOHTPOIHMPYEMOE MpPeOhIBAHKME TOCTOPOHHIX
JInll, & TAKKE TPAHCTIOPTHBIX, TEXHMYECKUX M UHBIX MATEPHATIbHBIX CPEJICTB.

KonpuaeHnuaibHOCTh NEPCOHANBLHBIX JAHHBIX — O00S3aTeNbHOE IS
COOJIIO/IEHHs OTIEPATOPOM M MHBIM TOJYYMBIIMM JOCTYI K TIEPCOHATBHBIM JAHHBIM
JIMIIOM TPEOOBaHWE HE JONYCKaTh MX pAclpocTpaHeHue Oe3 coracus cyOBeKkTa
NEPCOHATIBHBIX JIAHHBIX M HATMYHS MHOIO 3aKOHHOI'O OCHOBAHHSI.

Me:xceTeBoii 3KpaH — JIOKaIbHOE (OZHOKOMIIOHEHTHOE) MM (DYHKIMOHAIBHO-
PacpesIcieHHOe  IPOrpaMMHOE  (MPOTPaMMHO-AMIAPAaTHOE) CPEICTBO  (KOMILIEKC),
peau3yroliee KOHTPOIIb 38 HH(OPMAIMEH, NOCTyNAOMmEl B MHOPMALMOHHYIO CHCTEMY
NEPCOHATBHBIX TAHHBIX ¥ (/M) BBIXO/SIICH M3 HH()OPMAIMOHHOM CHCTEMBI.

Hapymmurenn 6e3011acHOCTH NepCOHATLHBIX JAHHBIX — (QU3MIECKOE JIHIIO,
CITy4alHO WJTH MPEIHAMEPEHHO COBEPIIIAIOIIEE ACHCTBHUS, CIIEICTBUEM KOTOPBIX SBIICTCS



HapyIieHre Oe30MacHOCTH MEPCOHATBHBIX JIAHHBIX TP WX 00pabOTKe TEXHUYECKUMM
CPEICTBAMH B MHQOPMAITIOHHBIX CUCTEMaX MEPCOHATBHBIX JTaHHBIX.

HeaBromMaTH3upoBaHHasi 00paGoTKa NEPCOHANBLHBLIX JAHHBIX —
00paboTKa MepCOHANBHBIX JaHHBIX, COAEPIKAIMXCS B MHGOPMALMOHHON CHCTEME
NEPCOHATLHBIX JAHHBIX JIMOO W3BJICYCHHBIX M3 TAKOW CHCTEMBI, CYHUTACTCS
OCYLIECTBICHHOM 0e3 UCIIOJIb30BAHUS CPEICTB aBTOMaTH3aI[UU
(HEaBTOMATU3HMPOBAHHOMN), €CITH TAKUE JAEHCTBUSA ¢ IIEPCOHANBLHBIMH NAHHBIMH, KaK
UCTONIBb30BaHUE, YTOYHEHME, PACIPOCTPAHEHUE, YHUUTOXKCHHE MEPCOHAIBHBIX
AaHHBIX B OTHOIICHMHM KaXkJIOT0 U3 CYOBEKTOB IEpPCOHAIBHBIX JAHHBIX,
OCYIICCTBIIAIOTCS IIPU HEIIOCPEICTBEHHOM YYaCTHH YEITOBEKA.

HenexnapupoBaHHble BO3MOMXKHOCTH — ()YHKIMOHAIBHBIE BO3MOXKHOCTH
CPCICTB BBIYUCIMTEIBHON TEXHUKH, HE OIMCAHHBIC WA HE COOTBETCTBYIOILHE
ONMCAHHBIM B JOKYMCHTAIUM, NIPH MCIOJIB30BAaHUHM KOTOPBIX BO3MOYKHO HAPYILEHHE
KOH(QUIEHIMATBHOCTH,  JOCTYIIHOCTH  WIM  IEJIOCTHOCTH oOpabaTeIBaeMO¥
nHbOpMaIUH.

HecaHKIMOHMPOBAHHBIH JOCTYN (HECAHKIMOHUPOBAHHBIE JeCTBHSA) —
JOCTYIl K WH(pOpMAIMKM WM JIeHCTBUA ¢ HH(bOpMalWeld, Hapyllalomye IIpaBma
pasTpaHUueHHsT JIOCTYNa C WCIIONL30BAHMEM INTaTHBIX CPENICTB, IPEIOCTABIISEMBIX
MH(OPMAIIMOHHBIMU CHCTEMaMH TIEPCOHAIBHBIX JaHHBIX.

Hocurennr nadopmanun — Qusmdeckoe MU0 WIM MATEPUATEHBIA OOBEKT, B
TOM YHCTIe (PU3UYECKOE TIONE, B KOTOPOM HH(OPMAIMS HAXOIUT CBOE OTPAKEHHE B BHIE
CHUMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHUYECKHUX PENICHHIA U MPOLECCOB, KOTMIECTBEHHBIX
XapaKTEPUCTUK (PU3NIECKUX BETUYMH.

OOe31MynMBaHHE NEPCOHAJIBHBIX NAHHBIX — JIEHCTBHSA, B pe3yIbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 UCIOJIb30BaHUSA JIOIOJHUTEIBHOMN
MH(pOPMALUK ONPEIETUTh IPHHAICKHOCT [IEPCOHAIBHBIX IAHHBIX KOHKPETHOMY
CYOBEKTY NepCOHATBHBIX JaHHBIX.

O0paboTka mepcoHANBLHBIX JAHHBIX — JI000E AckcTBUE (Omeparms) Wi
COBOKYTHOCTb JCHCTBHIA (ONEpanuii), COBEPUIAEMBIX C HCIIOIb30BAHUEM CPECTB
aBTOMATH3allMK WM 0€3 HWCIIONIb30BaHHUSA TAKHUX CPEIACTB C MEPCOHATBHBIMU
JIaHHBIMY, BKJIfOYas cOOp, 3aluCh, CUCTCMATHU3ALMIO, HAKOILIEHHE, XpaHEHHE,
YTO4YHEHHE (OOHOBIIEHHE, M3MEHEHHE), M3BICYCHUE, HCIIONb30BAHME, Iepeauy
(pactipocTpaneHue, MPEeNOCTaBICHUE, JOCTYI), OOE3TMYMBAHUE, OJOKHPOBAHHE,
YAQICHHUE, YHHYTOXEHUE NE€PCOHANBHBIX JaHHBIX.

OO6ureocTynnbie nepcoHANbHBIE JAaHHbIE — IEPCOHATLHBIE JAHHBIE,
AOCTYyNl HEOTPAaHWUYEHHOI'0 Kpyra JIMI K KOTOPBIM MPENOCTABIIEH C COTJIACUS
CyObEKTa MEpPCOHANbHBIX [JaHHBIX WIM Ha KOTOPDEIE B COOTBETCTBHH C
(benepanbHBIME  3aKOHAMH He pacIpOCTpaHseTcss TPeGOBAHHE COOIIONEHUS
KOHOQUICHIINATLHOCTH.

Oneparop (mepcoHaJbHBIX JaHHBIX) - TOCY/JApPCTBEHHBIH  Opram,
MYHUIUTIAJIbHBIA OpPraH, PUANYECKOe WK (DU3UYECKOE JIMLO, CAMOCTOSTEIBHO
WA COBMECTHO C JIPYTMMH JIMIIAMU OPraHU3YIONHE U (MIHM) OCYILECTBIISIONINE
00paboTKy MEepCOHANBLHBIX JIAHHBIX, a TAKXKe ONMPECIAIONe eI ob6paboTku



TICPCOHANIBHBIX JIAHHBIX, COCTAB NEPCOHAIBHBIX JaHHBIX, MMOJIISkKAIIUX 00paboTKe,
NEUCTBHS (ONEpaLiK), COBEPIIAEMEIE C IEPCOHATBLHBIMU JaHHBIMU.

TexHunveckue cpeacTBa HH(pOPMAIMOHHON CHCTEMBI IEPCOHAIbHbBIX
JAAHHBIX — CPEACTBA BBIYHCIMTEIBHON TEXHWKH, MH()OPMAIMOHHO-BBIUHCIMTENLHEIE
KOMIUIEKCBI 1 CETH, CPEJICTBA M CHCTEMBI IIEpe/Iau, ipuema 1 oopadorku [11x (cpencrsa
Y CHCTEMBI 3BYKO3AIUCH, 3BYKOYCHJICHMS, 3BYKOBOCIIPOHM3BEICHHS, MEPETOBOPHBIE W
TEJICBU3UOHHbIC YCTPOWCTBA, CPEACTBA M3TOTOBICHUS, THPAKHUPOBAHKS JOKYMEHTOB H
APYTHEe TeXHUYECKUE CPEJICTBA 0OPabOTKK PedeBoi, Ipaduueckoii, BUIEO- U OYKBEHHO-
1M(bpOBOH MH(OPMALIHY), IPOrPAMMHBIE CPEICTBA (ONEPAOHHBIC CHCTEMBI, CHCTEMBI
ynpaBiieHus 0a3aMM TaHHBIX U T.L), CPEACTBA 3AlMTH MHPOPMALIHH, IPHMEHAEMEIC B
MH()OPMAIMOHHBIX CHCTEMAX.

IlepexBar (MHdopManmum) — HEIPAaBOMEPHOE TONyYeHHE HH(GOPMAIUE C
UCIIONb30BAHUEM TEXHUYCCKOIO CPENCTBA, OCYLIECTBISIIONICTO OOHApYXEHME,
prUeM U 00paboTKy HH()OPMATHBHEIX CUTHAIIOB.

ITepconanbubie naHHble — M06as MHGOPMANKS, OTHOCAIIASACS K HPIMO
WX KOCBCHHO OIPEIEICHHOMY MWIIM OIpesienseMoMy (GHU3HYECKOMY JIHILY
(CyOBEKTY epCOHANBHBIX JAHHBIX);

IloGounble  31eKTPpOMATHMTHBbIE  M3JIyYeHHMs] W  HABOAKH  —
SJICKTPOMArHUTHBIC M3JIyYEHUS TEXHHYECKHUX CPEICTB 0OpPabOTKM 3allMIaeMOit
MHG)OpMAIINY, BO3HHKAIONIME KAK MOOOYHOE SIBICHHE W  BHI3BAHHBIC
DJIEKTPUYECKUMHU CUTHAJIAMH, IEMCTBYIOIIMMU B UX DIEKTPUUYECKMX M MATHUTHBIX
OCTIAX, @ TAKKE IICKTPOMArHUTHBIE HABOJKH 3TUX CUTHAJIOB HA TOKOIPOBOJSAIINAE
JUHUH, KOHCTPYKIIUU U TIETIH ITATAHKS.

IloMTHKA  «YHMCTOrO  CTONAa» — KOMIUIEKC  OPraHM3aIHOHHBIX
MCPOIPHATHH, KOHTPOIHMPYIOIIHX OTCYTCTBHE 3allMCHIBAHMS HA OyMaKHbIC
HOCHUTENIN KY€ M aTpuOyToB mocryma (maposieil) M XpaHeHUs HX BOJIH3H
00BEKTOB JIOCTYIIA.

Iosnb3oBaTens MHGPOPMALMOHHOI CHCTEMBI MEPCOHATBHBIX JAHHBIX —
JHIO, y4YacTByIOllee B (DyHKIUOHHPOBAHWH HH(MOPMAIMOHHOW  CHCTEMBI
NEPCOHANBHBIX JaHHBIX MITH UCIIOIB3YIOMIEE PE3YIbTATHI e¢ HDYHKIIMOHUPOBAHM.

IlpaBuia  pasrpanuyveHHst J0CTYyma —  COBOKYNHOCTh  IIPaBUIL,
PErIaMeHTUPYIOIIHNX IPaBa J0CTyIa CyOheKTOB J0CTyIIa K 0OBbEKTaM JI0CTyIa.

IIporpamMmmuas 3aKj1azKka — KO IPOrPaMMBI, TIPETHAMEPEHHO BHECEHHBIH B
NporpamMMy C LENIbI0 OCYLIECTBUThL YTEUKY, H3MEHUTh, OJOKHPOBATh, YHHUYTOKHUTH
MH(GOPMAIMIO MITM YHHUYTOKUTH M MOAM(PHIIMPOBATH IPOrPAMMHOE OGecreueHne
MHPOPMAIIMOHHOK CHCTEMBI NEPCOHANBHBIX JAaHHBIX M  (MIN) OJI0KUpOBAThH
amnmapaTHbIe CPECTRA.

Ilporpammuoe  (mporpaMMHO-MaTeMaTH4YecKoe)  BO3AelCTBHE  —
HECAHKIIHOHMPOBAHHOE  BO3ICHCTBUE HA  PECYpChl  aBTOMATU3MPOBAHHOMN
MH(QOPMALMOHHOK CHCTEMBI, OCYIIECTBIAEMOE ¢ HCIIONB30BAHHEM BDPEIOHOCHBIX
IPOrPaMM.

PackpbITHe MepCOHANBHBIX JaHHBIX — YMBIIUIEHHOE WIM CIy4aifHOe
HapyIIeHHEe KOHQUICHINATEHOCTH [IEPCOHANBHBIX JaHHbIX.



PacnpocTpanenne nepcoHaJbHBIX AaHHBIX — JEHCTBMS, HaNpaBlIeHHbBIC
Ha PaCKpPHITUE MEPCOHATBHBIX TaHHBIX HEONPEACICHHOMY KPYTY JIHII.

Pecypc undopmMannoHHo# cHCTeMBbI — IMEHOBAHHBIN DIIEMEHT CUCTEMHOTO,
IIPUKJIaAHOTO WIN anmnapaTHoOro obecnieueHus (YHKITHOHUPOBAHUS
UH(POPMAIIMOHHON CUCTEMBI.

CoenuaibHble KaTerOPHH MEPCOHAIBHLIX JAHHBIX — IIEPCOHATHHBIE
JAHHBIC, KacarolIuecss pacoBOM, HALMOHAIBHOW MPUHAIICKHOCTH, MOJIUTHYECKUX
B3TJBIJIOB, PEIHMIUO3HBIX WM (QUIOCODCKUX yOSKICHUM, COCTOSHMS 310POBbS U
HHTHUMHOM JKHU3HU CyOBEKTA NMEPCOHATBHBIX JTaHHBIX.

CpencrBa BBIYMHMCINTENbHOH TEXHHKH — COBOKYIIHOCTH IIPOTPAMMHBIX H
TEXHUYECKUX SJIMCHTOB CHCTEM OOpaOOTKHM JAHHBIX, CIOCOOHBIX (hYyHKIMOHUPOBATH
CaMOCTOSATEILHO UJIM B COCTaBE APYTHUX CHCTEM.

Cy0bekT nocryma (cy0beKT) — JIMIO WM HPOLECC, AEHCTBHSA KOTOPOTO
PErIaMEHTUPYIOTCS ITPABUIAMU pa3rPaHMUYCHHUS TOCTYIIA.

Texnuyeckui KaHal yTeukH WHGPOPMAIMHM — COBOKYITHOCTH HOCHTEIS
uHopMaimK  (cpeacTBa  00paboTKM),  (M3MUECKOM  Cpelbl  PACTIPOCTPAHEHHS
MH(pOPMATMBHOTO CHTHAJIA ¥ CPEICTB, KOTOPBIMM JOOBIBAETCS  3aIllMIAcMast
UH(pOpMaIIHS.

Tpancrpanu4nas neperaya mepPCOHANBHBIX JAHHBIX — Ieperaya
TICPCOHATBHBIX  JAHHBIX  OMEPaTopoM 4Yepe3 [oCymapcTBeHHYHO TpaHuUIly
Poccuiickoit  ®enepanum  oprany  BIacTd  MHOCTPAHHOTO — TOCYAAapCTBa,
hu3MUECKOMY MM IOPUINYECKOMY JIMIy MHOCTPAHHOTO I'OCYIapCTBA.

YTpo3bl 6€30macHOCTH NMepCOHATBHBIX JAHHBIX — COBOKYITHOCTD YCIIOBHIA 1
(haKTOPOB, CO3MAIOMIIX OMNACHOCTh HECAHKIMOHMPOBAHHOTO, B TOM UHCIIE CIIYHaiiHOro,
AOCTyIIA K IIEPCOHATILHBIM JTAHHBIM, PE3YJILTATOM KOTOPOTO MOXKET CTaTh YHHYTOKEHHE,
M3MCHCHHE, OJIOKMPOBAHKE, KOITMPOBAHKE, PACIPOCTPAHEHHE EPCOHATBHBIX JAHHbIX, a
TAKKE MHBIX HECAaHKIIMOHUPOBAHHBIX JACHCTBHI MPU UX 00pabOTKe B UH(POPMALIMOHHON
CHCTEME NIEPCOHAIBHBIX IAHHBIX.

YHHUYTOKEHHE TNEPCOHANBLHBIX MAHHBIX — JIEHCTBUS, B pe3ynbTare
KOTOPBIX CTaHOBUTCSA HEBO3MOJKHBIM BOCCTAHOBUTH COIEPIKAHHME MEPCOHATBHBIX
JaHHBIX B HMH(OPMAIMOHHON CHCTEME MEPCOHAJIBHBIX MAHHLIX W (MIH) B
PE3yJIbTaTe KOTOPBIX YHHYTOXAKOTCA MaTepUalIbHBIE HOCHUTENH I1E€PCOHAIBHBIX
JaHHBIX.

Yreuka (3amminaeMoii) WHGPOPMAUMHM 10 TEXHHYECKHM KAHAJIAM —
HEKOHTPOJIMPYEMOE  PaclpoCTpaHeHHe HWHQPOpPMAIMKH OT HOCHUTENS  3allUIaeMOM
MH(bOpMaIK Yepe3 GU3MIECKyro Cpely A0 TEXHUYECKOTO CPECTBA, OCYIIECTRISIOMIETO
1IepeXBaT HHOOPMAIIHH.

YSI3BUMOCTB — Cl1ab0CTh B CPECTBAX 3AIIUTHIL, KOTOPYIO MOYKHO HCIIOJIBb30BATE
AJ1s HApYILEHUS CHCTEMBI WM COZIEPIKAILEHCS B Hell HH(POPMALIUH.

HesocTHoCTE HMHMOPMAMHM — CHOCOOHOCTL CPENCTBA  BBIMHCIUTENHLHON
TCXHUKM WIM  aBTOMATU3UPOBAHHOM  CUCTEMBI  O0ECIICUYMBATL  HEU3MEHHOCTH
MH)OPMAIMK B YCNOBHSIX CIy4aifHOTO W/HITH IPEIHAMEPEHHOTO HCKAKEHHS
(paspytueHus).



OBO3HAYEHUSA U COKPAILLIEHUSA
ABC — aHTUBUpPYCHBIE CpEACTBA
APM — aBTOMaTH3MpOBaHHOE pabodee MECTO
BTCC — BcriomorarenbHbIe TEXHHUICCKHE CPEICTBA B CUCTEMBI
WCIT/T1 — nHpopManFiOHHAsT CHCTEMA ITEPCOHAIIBHBIX JAHHBIX
Wb — nndopmarmonnas 6¢301acHoCTh
K3 — xonTpommpyemas 30na
JIBC — noxasbHasi BRIYHCIIUTENLHAS CETh
M3 — MexceTeBoit akpan
HCJI — HeCaHKIMOHUPOBAHHBII JIOCTYII
OC — onepanmonHas cucremMa
[1/TH — nepcoHaNbHbIC TaHHbIE
IIMB — nporpaMMHO-MaTEMATUYECKOE BO3IEHCTBHIE
ITO — mporpammMHoe obecrieuenue
[ISMMH — no6ouHbIe 3EKTPOMATHUTHBIE U3ITyYEHHS X HABOJKH
CA3 —cucrema aHai3a 3al{HIEHHOCTH
C3M — cpencrna 3anmThl HHGOPMAIH

C3I1[In — cucreMa (ofcucTeMa) 3aIUThl IEPCOHATBHBIX JAHHBIX

COB — cucrema 00HapyKeHHs BTOPKEHUH
TKYH — Texnnueckne KaHatbl YTeUKH HHAOPMALMH
VBIT/IH — yrpo3s! 6€30nacHOCTH IEPCOHANBHBIX JAHHbIX
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BBEJIEHUE

Hacrosmee Ilonoxxenne wHpopmaimonHoi ©OezomacHocty B 000
«CaHpaiz» , ompenenseT NOJUTUKY B OTHOIICHHH OOpabOTKM HEpPCOHATBHBIX
nauHeiX B OO0 «Camnpaiis» u sBusieTcs 0QUIHAIBHEIM JOKYMEHTOM, B KOTOPOM
OIIpeJIeJICHa CUCTEMA B3IJIAI0B Ha obecrieyeHne HHPpOPMAIHOHHON 0€30I1aCHOCTH
00O «Camnpaiiz».

HeobxomumocTs pa3pabotku ITonoxeHus: 0o0yCIIOBIEHA CTPEMHTEIHLHBIM
pacuipenueM cepbl IPUMEHEHUsT HOBEHIMX MH()OPMAIMOHHBIX TEXHOJOTUH U
nporieccoB B OO0 «Canpaiis», npu o06pabotke wundopmanuu BooOmEe, U
IIEPCOHAIBHBIX JaHHBIX B YACTHOCTH.

Hacrosmee Ilonoxkenne ompenenser OCHOBHBIE LM M 3aladd, a TAKKeE
OOIILYX0 CTPaTeTHI0 IOCTPOCHHS CHCTEMbI 3alllUTHl IIEPCOHANLHBIX JAHHBIX
(C311Qn) OO0 «Camnpaiizy. [losnokeHHE ONMpPENeNnseT OCHOBHEIE TPEOOBAaHUS W
0a3oBble MOAXOABl K MX pealH3alyy, I JOCTHXXEHHS TpeOyeMOro ypoBHS
Oe3onacHOCTH HH(OPMAIIHH.

[Tonoxxenue pa3paboTaHO B COOTBETCTBHM C CHMCTEMHBIM IOAXOIOM K
obecredeHn0  MHQOPMANMOHHONW  OezomacHocTH.  CHCTEMHBIH — ITOAXO.
IpeNojiaraeT  NPOBEJECHHE  KOMIUIEKCA  MEPONPHATHH,  BKIIFOYAIOIIMX
MCCIICIOBaH)E YIpo3 MH()OPMALMOHHOH 0€30ImacHOCTH M Pa3paboTKy CHCTEMBI
3amuThl  [IJ[H, ¢ TMO3MLUM KOMIUIEKCHOTO NPUMEHEHHS TEXHHYECKHX U
OPraHW3allMOHHBIX MEP U CPEICTB 3alUTHI.

ITon undopmanmonnoit 6e3omacHocThio 1[0 MOHUMAaETCs 3aIUIIEHHOCTh
NCPCOHATIBHBIX JIAaHHBIX M 00OpabaTeIBatoliell WX WHQPACTPYKType OT JIOOBIX
CIy4aWHBIX WIM 3JIOHAMEPEHHBIX BO3ICHCTBHIM, PE3YILTATOM KOTOPHIX MOXKET
ABUTBCSI HaHECCHHWE yiuepOa camoid uHbopManuu, ee BiagenblaM (CyObeKTam
[1/Tn) wnm uadpactpykrype. 3amaun nHGOPMALMOHHOM GE30MACHOCTH CBOJIATCS K
MHHUMH3AIMHA yIIepOa OT BO3MOXHOW peanusaiuu yrpo3 6esomacHoctu I1JIH, a
TaKXK€ K MPOTHO3UPOBAHUIO U MPEAOTBPANICHHIO TAKHX BO3IEHCTBHN.

[Tomoxxenue  ClIyXKUT  OCHOBOM  Juis  pa3pabOTKM  KOMILIEKCa
OpPraHM3allMOHHBIX W TEXHMYECKHX Mep 10 obecredeHni0o HH(DOPMAIHOHHOM
6esomacHoctht OO0 «CaHpaiiz», a TakKe HOPMATHBHBIX M METOIMYECKHX
AOKYMEHTOB, O0€CHEYHBAIOIINX €€ PEaJH3al{i0, W HE NPEANOIaracT IOIMEHBI
(GyHKUMA  roCyTapcTBEHHBIX ~OpraHoB BnactH  Poccumiickoit  denepanuuy,
OTBEYAIOIMX 3a obecreueHne 0e30macHOCTH MH(GOPMAIMOHHBIX TEXHOJOTHH M
3aIuTy UHQOpPMAIUH.

[Tonoxenue ABIAETCS METOIOIOTMIECKOM OCHOBOM IS

*  (OpPMHMpPOBaHHUS M IPOBEACHUS €IMHOM MOMMTHKH B 0OIACTH OOeCIeYeHUs
6esonacHoctu OO0 «Caunpaiiz»:

®  TpUHATHSA YNPABICHYECKMX PEINEHUH U pa3pabOTKH NMPAKTHYECKHX MEP II0
BOIUIOUICHUIO MONMMTUKM Oe3omacHocTH IIJI[H ¥ BEIPaOOTKHM KOMIIIEKCa,
COrJTacOBaHHBIX MEpP  HOPMATUBHO-NIPAaBOBOTO, TEXHOJIOTHYECKOTO U
OpPraHU3alMOHHO-TEXHUYECKOTO XapaKTepa, HaIlpaBICHHBIX Ha BBISBIICHUE,
OTpaX€HHWE W JHUKBHUIAIMIO IIOCIEICTBHM peaTu3alliil pPa3Id4HBEIX BHIOB
yrpos I1/1x;
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®  KOOpAMHALIMU EATEIBHOCTU CTPYKTYpHBIX noapasaenenuit OO0 «Canpaiiz»
OpH  MPOBEICHUU DPAabOT Mo pa3BuTHi0O u oIkcmryaramuu UCIIH ¢
cobOiroeHreM TpeboBanuii obecrieuens 6e3onacaoctu I1/1H;
®  pa3pabOTKM  IpEeUVIOKEHWI 1[I0  COBEPHICHCTBOBAHWIO  IIPaBOBOTO,
HOPMAaTHBHOIO, METOAMYECKOI0, TEXHHUYECKOTO U  OpPraHH3aIl[HOHHOIO
obecnedenus 6e3omacHocty [1/]a 8 UCITIn OO0 «Canpaiiz».
IIpaBoBoit 0azoit mus pa3pabOTKM HACTOALIETO IOJIOKEHUS CIyXart
TpeOOBaHMs JeHCTBYIONMX B PoccuM 3aKOHOJATENBHBIX M HOPMATHBHBIX
JIOKYMEHTOB 110 00€eCcIIie4eHHI0 6e30acHOCTH TepCcoHaNbHBIX qanHbX (I1][H).
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1 OO0mue mosiokeHust

O6paborka IIJlH B OOO «Canpaii3» OrpaHHYHBACTCS NOCTHKEHHEM
KOHKPETHBIX, 3apaHee OIpeIelCHHBIX M 3aKOHHBIX Ienell. He momyckaercs
obpaborka IT1H, HecoBMecTMast ¢ tensamu c6opa IT]H.

Henu oGpaborku II/JH IPOMCXOMAT B TOM 4YHMCIe M3 aHAM3a IPABOBBIX
aKTOB, pernaMeHTupyrommx aeateapbHocte OO0 «Canpaiiz», neneit haxTuyeckn
ocymectBisieMoit OOO «CaHpaii3» HeATeNbHOCTH, a TakkKe AesTeIbHOCTH,
KOTOpasi MpeayCcMoTpeHa yupeaurenbusiMu gokymeHTamu QOO «Camnpaiiz», n
KOHKPETHBIX OM3HEC-TIPOIeCCcOB B KOHKpeTHEIX MCITJIH.

K uensam o6pabdorku I1/Ta 8 OO0 «Canpaiis» oTHOCSTCS:

- 3aKIIOYCHHE, HCIOJNHCHHWE M IPEKPAIIEHHE TPakIaHCKO-IIPAaBOBBIX
IOTOBOPOB;

- OpraHM3alys KaJpOBOI0 ydeTa OpraHu3alluH, o00ecledeHHe COONIONEeHUS
3aKOHOB, 3aK/II0OYECHHE U HCIOTHEHHE 00A3aTENbCTB M0 TPYIAOBBIM M TPaXJAHCKO-
IIPaBOBBIM JIOTOBOpaM;

- BCICHHE KaJpOBOTO JEIONPOU3BOJCTBA, COJICHCTBHE pabOTHUKAM B
TPYAOYCTPOHCTBE, OOy4EeHHHM W TPOABHKEHMH II0 CIOyXk0e, I0Ib30BAHHH
JIBIOTaMHU,;

- HCTIONHEHHE TPEOOBaHMH HANOTOBOTO 3aKOHOAATENBCTBA IO BOIPOCAM
UCYHUCICHHA M YIUIaThl Hajlora Ha JOXObl (DM3HYECKHMX JIMI, B3HOCOB BO
BHEOIO/DKETHEIE (OHIBI M CTPAXOBBIX B3HOCOB BO BHEGHOIKETHDBIE doH B,
IICHCMOHHOTO  3aKOHOAATENbCTBA NpU (GopMuUpoBaHMHM M mepejaue B IIDP
NEPCOHMGUIMPOBAHHBIX [JaHHBIX O KaXIOM IIONydaTele J0XOIOB, KOTOpHBIC
YYHTBIBAIOTCS IIPH  HAYUCJIIEHHMH B3HOCOB Ha 00S3aTENBHOE TEHCHOHHOE
CTpaxOBaHHUE;

- 3aII0JTHCHUE MIEPBUYHON CTaTHCTUYECKON JOKYMEHTALIUU B COOTBETCTBHH C
TPYZTOBbIM, HAaJIOTOBBIM 3aKOHOATENECTBOM U UHBIMH (heiepaibHbIMU 3aKOHAMH.

- 00cmyxuBaHue aOOHEHTOB B PaMKax JOTOBOPHBIX OTHOIIEHHIA.

Hox obpabotkoii IIJJH B OOO «Campaiiz» mompasymeBaercs mo6oe
ACiCTBUE (Omepanusi) WM COBOKYIIHOCTh JCHCTBHIA (onepammit) ¢ II[H,
COBCPIIACMBIX C HCIOJIB30BAHMEM CPEACTB aBTOMATH3aLlMM WIH 0e3 uX

MCIoNmb30BaHust. OOpaboTKa NEPCOHANBHBIX aHHBIX BKIIOYACT B CeOS B TOM
qlcIe:

- coop;

- 3aITHCh;

- CHCTEMaTH3aIIHIO;

- HAKOIUICHUE;

- XpaHEeHHE;

- YTO4HeHHUE (0OHOBIICHUE, H3MEHEHHUE);
- U3BJICUCHUE;

- HCIIOJIb30BaHHUE;

- iepeziavy (pacupoCcTpaHeHHe, IPeIOCTaBICHHE, TOCTYII);
- 00e3TMuUMBanHue;
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- OJIOKUpOBaHHUE;

- YAAJICHHUE;

- YHUYTOXEHHE.

C3[IJn  mpexncrapiaser co0OH  COBOKYIHOCTH  OPraHM3alMOHHBIX |
TEXHUYECKUX MEpOoupusaTHd Ui 3ammrtel 1IJlH or HempaBoMepHOro wuim
CIy4aWHOrO JOCTya K HHM, YHUYTOXKEHHS, HM3MEHEHMs, OJOKMPOBAHMUS,
KOMUpoOBaHus, pactpoctpanenus I1/IH, a Takke WHBIX HEMPaBOMEPHBIX IEHCTBUIL
C HUMH.

be30macHOCTh EpPCOHANBHBIX JAaHHBIX JOCTHIA€TCS ITyT€M HCKIIOUSHUS
HCCaHKIIMOHUPOBAHHOTO, B TOM YHCIE CIy4YalHOTO, IOCTyNa K IE€PCOHATLHBIM
JAaHHBIM, pPE3YJIbTATOM KOTOPOIO MOXET CTaTh YHHYTOKCHHME, HW3MECHEHUE,
0JIOKMPOBaHKE, KOIUPOBAHKE, PACIIPOCTPAHEHHUE NIEPCOHATBHBIX JAHHBIX, a TAKKE
HHBIX HECAaHKIIMOHUPOBAHHBIX JCHCTBUIA.

CrpykTypa, CcOCTaB ¥  OCHOBHblE  (YHKIMM  TEXHUYECKHX W
OpraHmM3anroHHBIX Meponpustui C3IIJIH ompenensiroTcss HWCXOms M3 yPOBHS
samuiieHHOCTH  (kiacca) WCII/IH, yCTaHOBJIEHHONO B  COOTBETCTBHH C
TpeboBanusmu IMocranosnenus IIpasutenscrea Ne 1119 or 1 mHosGpst 2012 .,
npukaza OCTOK  Poccun Ne 17 or 11 despans 2013 r., mnpuxaza ®CTIK
Poccun Ne 21 or 18 despanst 2013 ., a TakKe B COOTBETCTBHH C TPeGOBAHHAMMU
[locranosnenus IlpaButenscrBa Poccuiickoit  ®exmepamun Ne 687  «O6
yTBepxkaeHun Ilonoxenus 06 0cOOEHHOCTAX 00pabOTKH MEPCOHATBHBIX JaHHbIX,
OCYIISCTBISAEMON 0€3 HCIONB30BAHUS CpelNcTB aBToMaThzaiuu». C3I1Iu
BKIIOYAa€T OpPraHU3alMOHHLIE MEphl U  TEXHUYECKHE CpPEICTBA  3alUTHI
HHpOpManuk (B TOM 4Hcie LIMGPOBAIbHbIE (KpUNTOrpadUdYecKie) CpeacTBa,
CpCACTBAa  NPECIOTBPALICHHS  HECAHKUMOHMPOBAHHOTO  OCTYINA,  yTEYKH
MH(OPMALUH 110 TEXHMYECKUM KaHajlaM, IPOrPAMMHO-TEXHUYECKUX BO3IEHCTBHI
Ha TEXHMYeCKHe cpeactBa oOpaborku IIJIH), a TakKe WHCHONB3yeMBIE B
MHQPOPMAITOHHO# cucTeMe HH(YOPMALIMOHHBIE TEXHOIOTHH.

OTH MepHI IPU3BAHBI 00ECTIEUHTS!

® KOH(HACHIMAILHOCTh MH)OPMALMK (3aIATa OT HECAHKIMOHHPOBAHHOTO
O3HAaKOMJICHHS ),

® LEJIOCTHOCTb  MH(OpManuu  (aKTyalbHOCTH M  HENPOTHBOPEYHBOCTH

MH(QOPMALMH, €¢ 3alIMIICHHOCTh OT PaspyIleHHs U HECAHKIMOHHPOBAHHOTO

U3MEHEHHUS ),

JIOCTYIHOCTh HH(GOPMANUU (BO3MOXKHOCT 33 MPHUEMIIEMOE BPEMS IOIYYHTh

TpeOyeMyro HHPOPMAIIMOHHYIO yCIYTY).

Cranuu cozganus C3I1/H BKIIOUAIOT:

®  TPCANPOCKTHAs CTajMs, BKIIOYAOUIAs INPEANPOCKTHOE 00CIeI0BaHNEe
HUCIITH, pa3paGoTKy TEXHHYECKOTO (4aCTHOrO TEXHHYECKOr0) 3a1aHusl Ha ee
CO3/1aHHUC;

CTaJusl IPOCKTUPOBAHUSA (Pa3paboTKH MPOEKTOB) M PEATU3AHUN MEp 3aIUTEI
C3I1/1x;
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*  cragus BBoja B nercteue C3I1JIH, BKIIOYArOMIas OMBITHYIO SKCIUTYaTaIHIO U
PUEMO-CAATOYHBIE HMCIBITAHUS CPEACTB 3alUThl WHGOPMAIMH, a TaKKe
oueHKy coorBeTcTBUA C3II/IH TpeboBanusM O6e30nacHOCTH HHDOPMALIKH.

OpranusanuoHHble Mephl HPEIyCMAaTPUBAIOT CO3MAHHWE W TOJIEpIKAHUE
npaBoBoi 0a3pl OesomacHoctH IIJ[H u pa3paborky (BBeleHHE B JelCTBHE)
npenycMoTpeHnbix  Ilomutukoit  mHbopmamuonHo 6e3omacHoctn  MCIT/IH

CICAYIOIIMX OPraHU3alMOHHO-PACIOPSIUTEIBHBIX JOKYMEHTOB:

* Ilnan meponpusatHii mo obecrneveHuto 3amuthl [1JIH mpu ux oOpaboTke B
NCIIIH;

*  IInan MeponpusaTHii IO KOHTPOIIO obecreueHus 3ammThl [T/1H;

*  Ilopanox pesepBupoBaHus U BoccTaHOBjICHHs paborocnocoorocty TC u I10,
6a3 pannbix 1 C3U;

*  JlomxHOCTHas MHCTpyKIMs aamuaucTparopa MCII/IH B 4acTH oGecredeHus
6e3onacuoctu [1/1n mpu ux o6padorke B UCIT]IH;

*  JIoJDKHOCTHAs HHCTPYKIUS aaMuHucTpaTopa 6e3onacaoctr UCIT/IH;

*  JlomxHocTtHas umHCTpyKius mois3osarens MCIIIH B wactu obecrieueHus
oe3onacHoctu [1/1n mpu ux ob6padorke B UCI/1H;

*  HHcrpykims Ha cily4ail BOSHUKHOBEHHS BHEIITATHOM CHTYAIMK;

* HMHcrpykums 1o pasMeIIeHHI0, 00OPYIOBAHMIO M OXpaHe MOMEINEHUH, Iiie
XPaHATCS IE€PCOHATBHBIE JAHHBIE, 10 XPaHEHUIO MEPCOHAIBHBIX JaHHBIX Ha
OyMaXXHBIX HOCHTENISIX U HOPSAKY paboThl UCTIOJHUTENEH ¢ MePCOHAIBHBIMU
JTaHHBIMHM Ha OyMaXKHBIX HOCHUTEJISIX HH(POPMAIIHH.

Texunueckure Mephl 3aIUTHI PEATH3YIOTCS P TOMOIIU COOTBETCTBYIOMINX

MPOTPAMMHO-TEXHUYECKUX CPEACTB U METOIOB 3AIIUTEL

Ilepeyens HEOOXOIMMBIX Mep 3aIIMTH MH()OPMAILMH ONpENEIAETCS IO
pe3ynbTaTaM BHyTpeHHeH nposepku Oe3zonacHoctu UCITIn OO0 «Canpaiisy.
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2 3apaum C3I11du
OcHosro# nempio C3IT[IH sBiIsieTcss MUHUMM3AIHA yIep6a oT BO3MOKHOI

peanusanuu yrpo3 6e3omacHocty [1/]x.

Jst mocTwkeHHs OCHOBHOW menu cucrema OesomacHoctd IIJIH HOIDKHA

obecneunBarh Y3QHEKTUBHOE PELIEHHE CIETYIOIMX 32124’

3allMTy OT BMEHMIATENbCTBA B mpouecc ¢yHkuuoHuposanus WCII/In
MIOCTOPOHHUX JIHIl (BO3MOXKHOCTH Hcmonb3oBanus MCIIJH u goctym k ee
pecypcaM JOIDKHBI MMETh TOJBKO 3apErUCTPHPOBAHHBIE YCTAHOBIEHHBIM
IIOPSIIKOM I10JIB30BATENIH ),

pasTpaHU4YeHHe  JOCTYyIla  3aperMCTPUPOBAHHEIX  IOJB30BaTelell K
anmnapaTHbIM, MPOTPaMMHBIM W WH(OpPMAUMOHHBIM pecypcam HCIIIH
(BO3MOKHOCTB JIOCTYIIa TOJIBKO K TEM PECypcaM ¥ BBHIIOJHEHHS TOJIBKO TeX
OTepaluii ¢ HHUMH, KOTOPBIE HEOOXOAMMBI KOHKPETHBIM MOJB30BATENAM
MCII/TH fnist BBITIOMHEHNS CBOUX CITYKEOHBIX 00S3aHHOCTEH), TO €CTh 3alIUTy
OT HECAaHKI[HOHUPOBAHHOI'O JOCTYIIA!

K HH(pOpMaImy, mupkyaupyromeit B UCIIx;

CPEACTBAaM BBIYMCIUTENBHON TeXHUKH MCITIx;

anIapaTHbIM, IMPOTPaMMHBIM M KPUITOrpaQHYECKUM CPEIACTBAM 3aIlUThI,
nucnonas3yeMsiM B UCTTH;

PETHCTPAIMIO JACUCTBUM MOJb30BaTENeH MPH MCIOIb30BAHUM 3allHINAEMBbIX
pecypcoB UCII[IH B CHCTEeMHBIX >XypHagaX M MEPUOANYECKHIA KOHTPOJTh
KOPPEKTHOCTH ~ JCUCTBMA  MOJIB30BAaTENel CHCTEMBI IyTeM aHaIM3a
COJIEPKUMOT0 STUX KYPHAJIOB;

KOHTPOJIb LEIOCTHOCTH (00eCredeHHEe HEM3MEHHOCTH) CpPENbl UCTIONHEHHS
IIPOTPaMM M €€ BOCCTAHOBJIEHHE B CIIy4ae HAPYIIECHHUS;

3alIMTY OT HECAHKLIHOHMPOBAHHOM MOIM(MUKAIIMUA U KOHTPOJb LEIOCTHOCTH
ucrnons3yemeix B CIT/In nporpaMMHBIX CpeCTB, a Takxke 3alUTy CHCTEMBI
OT BHE/IPCHUS HECAHKIIUOHUPOBAHHBIX IPOIPaMM;

samuty IIJ/[H OT yTeukn MO TEXHMYECKHM KaHalaM TIpH ee 06paboTke,
XPaHEHWH U IIepeaayde 1o KaHallaM CBSI3H;

samuty IIJIH, Xpamumoli, ob6pabaTbiBacMOl M INepenaBacMoi 10 KaHajIaM
CBSI3H, OT HECAHKLIIMOHUPOBAHHOT'O PA3TIIALICHHUS MM UCKAXKECHUS;
obeCrieYeHHe  KUBYYECTH  KPUNTOTPAPUYCCKHX CPEACTB  3alIUTEI
MH(pOPMAIMK PH KOMIIPOMETAIIMH YACTH KIIOUEBOH CHCTEMBL,
CBOCBPEMEHHOE BBIABIICHHE HCTOYHUKOB yrpo3 OesomacHoctu [1/[H, npuuus
M YCIOBMH, CIOCOOCTBYIONIMX HaHeceHHIo ymepba cy6hektam I1J[H,
CO3/TaHME MEXaHU3Ma ONCPATHBHOIO pPearnpoBaHUS Ha YIPO3bl 0€30IaCHOCTH
IT/TH 1 HeraTUBHBIE TEHACHIINHN,

CO3/1aHNE€ yCIOBHH ISl MUHUMH3ALUK M JIOKAIH3alUHH HAHOCHMOTO ymep6a
HCIPAaBOMEPHEIMH ~ ICHCTBUAMH ~ (DM3MYECKUX UM HOPUAMYECKHX  JIHIL,
OCnablieHHe HEraTHBHOTO BIMSHUS ¥ JIMKBHAAIMS MOCIEACTBUIA HapyILICHUS
Oe3onacuoctu I1]1H;

O60p}’IIOBaHI/I€ " OXpaHa IIOMGHIGHI/II‘/’I, TZC XpaHATCA IEPCOHATIBHBIE JaHHKIC,
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coOmro/ieHHe MOpsAIKa XPAaHEHUS MEePCOHANBHBIX JAHHBIX HAa OYMayKHBIX
HOCHTEJISX;

coOroienne IopaaKa XpaHeHUs KIIF0Uei oT moMelnenuii rae xpansres I1)1n
Ha OyMa)XHBIX HOCHTEIISX;

cobroieHNE MOPS KA PabOTHI HCIIOIHUTENEH C IIEPCOHANBHBIMY JaHHBIMH Ha
OyMa)KHBIX HOCHUTEIISIX HH(POPMAIHH.
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3 OObeKTHI 3aIHUTHI
Ilepeyenb uHpOPMAITHOHHBIX CHCTEM
B 00O «Canpaii3» npousBogutrcs o0paboTKa MEpCOHAILHBIX JAaHHBIX B
MH(pOPMALMOHHOM cHcTeMe 00paboTKH TepCoHATbHBIX AaHHbIX (MCIT/IH).
[Tepeuens MCIIIH ompexpensercss B mpouecce paboOThl KOMHCCHH, IO
UTOoraM paboT KOTOpo# cocTaBisieTcs akT kiaccudukamuu MCIT/IH.

IlepeyeHb 00bEKTOB 3aIIUTHI

OO6beKkTaMu 3alUTHI SBISIOTCS — HH(pOpManus, oopabatsiBaemas B UCITTH,
W TEXHUYECKHE CpeAcTBa €€ 00paboTku M 3amuThl. CHHCOK IMEPCOHATBHBIX
AaHHBIX, ITOJJICKAIIKE 3aIIMUTE, OnpeneieH B llepedyre mepcoOHaNbHBIX IaHHBIX,
momexamux 3amute B MCITIH.

OOBEKTHI 3aIUTHI BKIIOYAKOT:

*  OOGpaObarsiBaeMas HH(OOpPMALKSL.
*  Texnomoruueckas uHbOpMAIUS.
* IIporpammHoO-TEXHHYECKHE CpeacTBa 0OPAabOTKH.
*  Cpencrsa 3amuts! [1/11.
*  Kanansl uHGOpManroHHOro 0OMeHa U TEICKOMMYHUKALIUH.
*  OObEKTHI U MOMENIECHHUS, B KOTOPHIX pasMeniensl komrnonenTsl UCIT/IH.
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4 Knaccnpukanus nmoab3osareneit UCTI Iu
ITonp3oBaTeneM NCITOn SABIIACTCA JIUILIO, Y4acTBYIOILIEE B
(pyHKIMOHMpPOBaHUE HMHGMOPMAIMOHHOM CHCTEMBI TEPCOHANBHBIX AHHBIX KA
UCTIONb3YIoIee pe3ynbTaThl ee (yHKuuoHupoBaHus. Ilons3oBarenem MCIIH
sBisiercst mobon corpyaauk OO0 «Canpaiizy, umeromuii gocryn Kk UCII/IH u ee
pecypcaM B COOTBETCTBMM C YCTAHOBJIEHHBIM IOPSAKOM, B COOTBETCTBHUU C €TI0
(GyHKIMOHATEHBIME 00S3aHHOCTSMH.
[omp3osaremun UCII/IH nensrcs Ha TPU OCHOBHBIE KATETOPUH:
AIMUHKCTPaTOp HHGMOPMAIIMOHHON 6E30IIaCHOCTH.

Corpymnuku  OOO  «Campaii3», KOTOpbIE 3aHAMAlOTCS  HACTPOMKOM,
BHECIPCHUEM M CONPOBOXKICHHEM CHCTEM Oe3omacHOCcTH. Ajamuuucrparop UMb
0071a1a€T CICAYIOINM YPOBHEM IOCTYIIA:

*  oOmapaer nonHoi uHpOPMALKUEH O CHCTEMHOM M NPUKJIAJHOM HPOrPaMMHOM
obecrieuenun MCII/x;
*  oOnazmaer nonHOM MH(OPMAIHEH O TEXHUYECKHX CPEACTBAX U KOH(DHUTYpAIHH

NCII/Ix;
®  HMCET JOCTYIl KO BCEM TEXHHYECKHM CPEICTBaM 00paboTKH MHGOpPMAIMU H

nanubiM UCI1/]H;

*  He o0najaer mpaBaMu KOH(HI'YPUPOBAHKS M aMHUHHCTPATUBHON HACTPOMKH

TexHudyeckux cpeacts UCIT/Ix.

Anvunucrparop UCII/IH.

Corpynankn OO0 «CaHpaii3», KOTOpBIE 3aHMMAIOTCA CONPOBOXKICHUEM
IIPOrpPaMMHOTO 00eCTeueHusl.
Anmunucrparop UCTI/TH o6nagaer cieayomuM ypoBHEM JOCTYIIA:
* obnagaer wuHpopmamueidi 06 anropuTMax M HporpamMMmax 06paGoTKH

uHopmarun Ha UCII/IH;
® OOmajaer BO3MOXHOCTSAMH BHECEHHA ONMOOK, HEIEKIAPHPOBAHHBIX
BO3MOXHOCTCH, MPOTPAMMHBIX 3aKTaJ0K, BPEAOHOCHBIX IIPOTPaMM B
nporpammuoe obecnieuenre MCII/In Ha craguu ee paspaboTKH, BHEAPEHUS U
COIIPOBOK/ICHUS;
MOXKET pacroiarath JIOOBIMH (parMeHTaMH HWH(POPMALMKM O TOIMOJOTHU
NUCIIlH ¥ TeXHHYECKHX CPEACTBAX O0OpabOTKM W  3aIUTHI I/1H,
obpabateiBacMeix B UCII/H;
* obnagaer mpaBamMM KOHQHUIYPHPOBAHHS M aAMHHHCTDPATHBHON HACTPONKU

TexHu4eCcKux cpeacts MCIIIn.

Onepatop UCTI/IH.

Cotpyauuku noapasnenctnit OOO «CaHpaif3» y4acTBYIOIINX B Iporiecce
skcruryatanmn - UCIT{H. Oneparop MCII[H o6Gnagaer CHemyIOMMM ypOBHEM
JOCTyTIA:

* obnamaer BCEMHM HEOOXOIMMBIMH AaTPHOyTaMH (HapuMmep, mapoJem),
obecreurBaOMUMK TOCTYII K HEKOTOPOMY TOAMHOXecTBY [1JIH;

* pacrojaract KOH(I)I/IJICHHH&HI:HBIMI/I AaHHBIMH, K KOTOPBIM UMECT JOCTYII.
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5 OcHoBHbIe MPUHIHIIBI MOCTPOEHHS CHCTEMBI KOMILICKCHOMH 3aIUThHI
uHpopmManun
IToctpoenne cuctembl obecmeuenus Oezomacnoctr [1[Im UCIIa OO0
«Canpaiiz» 1 ee QyHKIIMOHUPOBAHWE OJKHBEI OCYIIECTBIATHCS B COOTBETCTBHU
CO CJIEAYIOIMMH OCHOBHBIMH NMPUHITAIIAMIU:
®*  3aKOHHOCTH;
®  CHCTEMHOCTH;
®*  KOMIUIEKCHOCTb;
®  HENpEepHIBHOCTH;
®*  CBOEBPEMEHHOCTE;
®  TIPECMCTBEHHOCTb H HEIPEPBHIBHOCTH COBEPIIICHCTBOBAHMS,
®*  IEPCOHAJBbHAS OTBETCTBEHHOCTE;
. MHHUMHA3ALUUA TOJTHOMOYHH;
®  B3aUMOJEUCTBHE U COTPYIHUUYECTRO;
®*  THOKOCTH CHCTEMBI 3aIIUTEL;
®  OTKPBITOCTH AITOPUTMOB H MEXAHHU3MOB 3aI[UTHL;
®  IPOCTOTA IPUMEHEHUS CPEICTB 3aIUTHL;
®  Hay4YHas 000CHOBAaHHOCTb W TEXHHYECKAsS PEATU3YEMOCTD;
*  coenManu3anus 1 npohecCHOHANN3M;
*  00g3aTenbHOCTh KOHTPOJIS.

3aKOHHOCTB

IIpearnonaraer ocymiecTBIEHHME B3aIUTHBIX MEPONPUATHHA U pazpaboTKy
C3I1du OO0 «Canpaiiz» B COOTBETCTBUM ¢ JAEHCTBYIOIINM 3aKOHOJATEIECTBOM B
obmactu 3amuthl [IJIH ¥ JPYrMX HOPMATHBHBIX AaKTOB 10 O€30IMACHOCTH
MH(QOPMALMH, YTBEPKICHHBIX OPraHaMi roCyIapCTBEHHON BIACTH M yIIPABJICHHS
B [Ipe/iesIaX UX KOMIIETEHIIHH.

Iomp3oBatemn u  obcmyxuBarommii mepconan I1Jls UCIITa OOO
«Canpaii3» [OOIKHBI OBITH OCBEIOMIEHBI O MOPSAIKE PaGOTHI C 3AlUIAEMON
HHpOpMauuel 06 OTBETCTBEHHOCTH 3@ HapyIlIeHHe TOpsAmKa 3arquTs! L1JIH.

CucreMHOCTH

Cucremubiii  moaxox k mocrpoeHunto  C3IIJln OO0  «Campaiis»
NPCNOIAaracT  y4eT  BCEX  B3aUMOCBA3aHHBIX, B3aUMOJCHCTBYIOLIMX H
M3MEHSIOMMXCSA BO BPEMEHH JJIEMEHTOB, YCIOBUM W (haKTOPOB, CYIIECTBEHHO
3HaYUMBIX AJI1 TIOHHMaHUs M PEIICHUS TPoOJieMbl oOecredeHus Oe30MacHOCTH
IITa UCITIJa OOO «Canpaiisy.

Ilpy co3maHMM CHCTEMBI 3alIUTHI JOJDKHBI YUHMTHIBATHCS BCE ClAbble M
HauOosee ysA3BUMbIE MecTa cucTeMbl obpaborku II[[H, a Takke Xapakrep,
BO3MOXHBIC OOBEKTBI M HAIPABJICHNUS aTaK Ha CUCTEMY CO CTOPOHEI HAPYIIHTEEH
(ocobeHHO BBICOKOKBATH(PUITUPOBAHHEIX 3JI0YMBIIIJICHHUKOB), Iy TH
IIPOHUKHOBEHMA B pacnpeaenennsie cuctemsl 1 HCJ[ x undopmanuu. Cucrema
3alIUTEl JOJDKHA CTPOMTHCS C Y4YETOM HE TOJIBKO BCEX H3BECTHBIX KAHAJIOB
nponukHoBeHus 1 HC/I x undopmaryum, HO M ¢ y4€TOM BO3MOKHOCTH TOSBIICHUS
IPUHIUIIMATBHO HOBBIX IyTEH peaan3anuu yrpo3 0e30I1aCHOCTH.
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KoMmmuiekcnocts

KoMiiekcHoe MCHob30BaHUEe METOOB M CPEACTB 3alUTHl IIPETONaraeT
COTJIaCOBaHHOE IIPUMCHEHHC PAa3HOPOAHBIX CPEACTB MPH IOCTPOCHHH IEIIOCTHOM
CHCTEMBI 3allUTHI, MCPEKPHIBAIOIIEN BCE CYIIECTBEHHBIE (3HAYMMEIE) KAHAJIBI
peal3ali yrpo3 U HE coleprKalled cia0blX MECT Ha CTBIKaX OTHENbHBIX ee
KOMIIOHEHTOB.

3ammTa 10/KHA CTPOUTHCS SLICTOHUPOBAHO. I KaXI0ro KaHANa yTedKH
MHGOPMAIMKM M JUI KaXTOH yrpo3bl (e30MacHOCTH JIODKHO CYIIECTBOBATH
HECKOJIBKO 3alUTHBIX pyOexei. Co3naHue 3alMTHBIX PYOeKeH OCyIEeCTBISIETCS ¢
Y4ETOM TOro, YTOOBI JUIS MX HPEOJONEeHUS NMOTCHIHAILHOMY 3II0YMBINLICHHHKY
TpebOBamCh HPO(ECCHOHANBHBIE HABBHIKH B HECKOIBKHX HEB3aHMMOCBA3aHHBIX
o0JacTsx.

BHemHssl 3ammTa H0KHA 00eCIedYnBaThesi (DU3MYECKUMH CPEJCTBAMH,
OpraHM3aUMOHHBIMU W MPaBOBBIMM MepaMu. OfHUM U3 Haubojee YKPEIIEHHbBIX
pyOexei mpu3BaHb! OBITH CPEACTBA KPUIITOrpadUIECKOH 3alUThI, PEaTH30BAHHBIC
C HCmoimp30BaHMeM TexHonorud VPN. IlpuxiagHoit  ypoBeHBb  3alUTHI,
YYHMTHIBAIOIINH OCOOCHHOCTH IIPEIMETHOH OONACTH, MpPEACTaBIAeT BHYTPEHHHMI
pyOex 3aIuThl.

HenpepsiBHocTh 3amuth! I1In

3ammra II/ln — He pa3oBoe MEpONIpHATHE M HE TPOCTas COBOKYIIHOCTH
IIPOBE/ICHHBIX MEPOIPUSITHI U YCTAHOBJIEHHBIX CPEACTB 3aIlUThI, 4 HEPEPHIBHBII
IIEJICHANPABIICHHBIH TMPOIIECC, TPEANONAralomuil MPUHATHE COOTBETCTBYIONINX
MEp Ha BceX dTanax xkusHeHHoro uukia UCITIn.

WUCIITH 10/mKHBI HAXOIUTECS B 3aIIUIIEHHOM COCTOSHHMH Ha MPOTSDKCHUM
BCEI0 BPEMEHH WX (YHKIMOHUPOBAHUA. B COOTBETCTBMH C 3THM NPHHIMIIOM
AOJKHBI ~ TIDUHMMATBhCA MEpbl 110 HeHonymieHuto nepexoga HCIIn B
HE3aIIMIIEHHOE COCTOSHHE.

BONBIIMHCTBY ~ (QM3MYECKMX M TEXHWYECKMX CPEACTB 3alUTHl [T
3Q(hEKTUBHOrO  BBIMONHEHUS CBOMX (GYHKIMH HEOOXOAMMAa  TOCTOSHHAS
TEXHUYECKass W OpraHM3alMOHHAs (agMHHHCTpAaTHBHAsN) IO JIepXKKa
(cBOCBpeMeHHas CMeHa M ofecledeHre MPaBHILHOrO XPAHEHWS W IPUMEHCHHSI
UMEH, MapoieH, Kiodel muppoBaHus, MepeonpeeIcHIe MOTHOMOYHN | T.IL.).
IepepsiBel B paboTe CpencTB  3amMTBI  MOTYT OBITH  HMCIOJIB30BAHbI
3JIOYMBINIICHHUKAMH JJISI aHAJIM3a IPUMEHSIEMBIX METONOB M CPEACTB 3alIUTHI,
AT BHCPCHUS CNIENMANTbHBIX IPOTPAMMHBIX M alllapaTHBIX "3akmaiok" u JIpyrux
CpPCICTB  IIPCOJOJCHUS  CHCTEMBI  3alIMTHl  IIOCIIE  BOCCTAHOBJICHUS €€
(GyHKIIMOHMPOBaHMS.

CBoeBpeMeHHOCTD

Ipearnonaraer ynpexparommii xapaktep Mep obecredeHus Ge30MacHOCTH
IT/TH, TO ecTh MOCTaHOBKY 33129 IO KOMILIEKCHOM sammre UCITIH u peanusanuro
Mep obecneuenns 6eszonacHocty I/ Ha paHHHX CTAMUAX paspaborku UCII/In B
IEJIOM U €€ CUCTeMBbI 3aILUTBl HHPOPMALIMK, B YACTHOCTH.

Pa3paboTka cHCTEMEI 3aIUTHI I0MKHA BECTHCH NIAPAILIENBHO C paspaboTkoit
¥ PasBUTHEM CaMOH 3alllUIIAeMON CHUCTEMBI. DTO MO3BOJUT y4YecTh TPeOGOBaHHUS
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0€301acHOCTH P NIPOSKTHUPOBAHMK ApXUTEKTYPHI M, B KOHEYHOM CYETe, CO3aTh
Oonee oQdexTHBHBIE (Kak IO 3aTpartaM peCypcoB, Tak M 10 CTOHKOCTH)
3aIIUILECHHBIE CUCTEMBL.

IIpeeMCTBEHHOCTH M COBEPIICHCTBOBAHHE

[IpeamnonararoT 1IOCTOSHHOE COBEPIICHCTBOBAHWE MEP U CPEJICTB 3AIUTHI
HHGOPMAIMM HAa OCHOBE IPEEMCTBEHHOCTH OPTaHU3aI[MOHHBIX M TEXHUYECKHX
pelIeHn!, KaapoBOro cocTaBa, aHamm3a (yukuuonupoBanuss UCIIIH u ee
CHCTEMBI 32IIMUTHI C YYE€TOM HM3MEHEHHH B METO/JaX W CpEACTBAX IepexBara
MHGOPMAMK,  HOPMATHUBHBIX  TPeOOBaHMM 1O  3alllUTe, JOCTHTHYTOTO
OTCYCCTBEHHOI'O U 3apyOeKHOTO OIBITa B 3TOW 00JIACTH.

ITepconanbHasi OTBETCTBEHHOCTh

IlpennonaraecT  BO3NOXKEHHE  OTBETCTBEHHOCTH 33  OOecIeYeHHe
OesomacHoctu II[ln m cucTeMbl uX 0OpaGOTKM Ha KaXAOTO COTPYIHHKA B
NpeAenax ero MOJTHOMOYHM. B COOTBETCTBUH C 3THM NPHHIMIIOM PACHpEaeIICHHE
NpaB U OOA3aHHOCTEH COTPYIHUKOB CTPOMTCSA TAKUM 00Opa3oM, 4TOOBI B CIydae
M000r0 HapyIICHUS KPYr BUHOBHHMKOB OBIT YETKO HM3BECTCH WM CBEICH K
MUHHMYMY.

IIpyHIMI MUHUMH3AIAA TOJTHOMOYHIA

Osnagaer npejiocTaBieHne MOIb30BATEISIM MUHUMAIILHEIX MPaB JOCTYIA B
COOTBETCTBHH C IIPOU3BOACTBEHHON HEOOXOAUMOCTHIO, HA OCHOBE IPUHIIMIIA «BCE,
YTO HE Pa3peLICHO, 3alpEIIEcHO.

Hocryn k [1/[n momKeH MPeaoCTaBIsTECS TOMBKO B TOM CIIydae M oGbeMe,
€CIM 3TO HEOOXOJUMO COTPYIHHMKY IS BBHIIOJHEHHS €ro JOKHOCTHBIX
00s13aHHOCTEH.

B3aumopneiicTBHe H COTPYIHHYECTBO

Ipeamonaraer cosganue GiaronpusaTHON aTMocdepsl B KOJUIEKTHBAX
noapaszaeneHuii, odecneynparomux aesrensHocts UCIn OO0 «Canpaiis», ms
CHMOKEHHUSI BEPOSITHOCTH BO3HMKHOBEHHWSI HETATHBHBLIX [EHCTBUIH CBS3aHHBIX C
YEII0OBECYECKUM (DaKTOPOM.

B Takoii 00CTaHOBKE COTPYIHHKHM JOJDKHEI OCO3HAHHO COOIIONATEH
YCTaHOBJICHHBIC MpaBWia M  OKa3blBaThb CONCHCTBHE B  JESTEIBHOCTH
II0Apa3/ICNeHIH TEXHUIECKOHN 3alUThl HH)OPMAIHH.

I'mOxocTh cucrems! 3amuTel I1/{n

IIpuHsTEIE MepBI WM YCTaHOBJEHHBIE CPEJICTBA 3AIMTH,, OCOOEHHO B
Ha4aNnbHBIH MEPUOJ MX IKCTUTYaTallHH, MOIYT 00eCIeuMBaTh KaK Ype3MEpHbIii, TaK
M  HENOCTaTOYHBIA ypOBeHb 3ammThl. Jlus oOecreueHHs BO3MOKHOCTH
BapbUPOBAHHUsA YPOBHEM 3alIMINEHHOCTH, CPEJICTBA 3allMTHI JOJDKHBI 00JamaTh
OIpeAeTICHHON TUOKOCThI0. OCOOEHHO BaXKHBIM 3TO CBOHCTBO SBJISETCS B TEX
CIy4asX, KOrga yCTaHOBKY CpPECICTB 3alIMThl HEOOXOAWMO OCYINECTBJIATH Ha

paboTaromyro  cuCTeMy, He  Hapymas ~ Iporecca  ee HOPMAaJILHOTO
(GYHKIHOHUPOBAHMSL.
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OTKpBITOCTH ANTOPHTMOB H MEXAHH3MOB 3AIIATHI

CyTb MIPUHIHUIIA OTKPHITOCTH AITOPUTMOB U MEXAHH3MOB 3aIUTH COCTOUT B
TOM, 4YTO 3alUTa HE JODKHA OOECHeYMBaThCA TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHO# OpraHu3allMi U alrOPHUTMOB (GYHKIMOHHPOBAHHUS €€ IOACHCTEM.
3HaHWe aIrOPUTMOB PabOTHI CHCTEMBI 3AIIUTHI HE JOJDKHO JaBaTh BO3MOXKHOCTHU
€€ npeonosneHus (naxe asropam). OJHAKO, 3TO HE O3HAYAET, YTO MHPOPMALHS O
KOHKPETHO# CHCTEME 3aIlUTh JOIDKHA ObITh OOLIENOCTYIIHA.

IIpocToTa npuMeHeHHsI CPEACTB 3aALIUTHI

MexaHu3MBl 3aIUTHl JODKHBL OBITH MHTYMTMBHO TOHSTHBI M IIPOCTHI B
UCNONB30BaHUM. IIprMeHeHHe cpeicTB 3alluThl He JOIDKHO OBITh CBS33aHO CO
SHAaHUCM CIICLHAIBHBIX S3BIKOB WJIM C BBIIOJIHEHHEM HCHCTBHi, TpeOyrommx
SHAYUTCIBHBIX  JIONOJNHUTCIBHBIX  TPyJdo3arpaT IIpd  oObMHOM  pabote
3apCrUCTPUPOBAHHBIX YCTAHOBICHHBIM IIOPSIKOM IIOJIB30BATEJIEH, a TaKKE HE
JIOIKHO TPeOOBATh OT MOJIL30BATENS BBIIOTHEHAS PYTHHHBIX MAIOTOHATHBIX €My
oneparui (BBOJ HECKOIBKUX MAPOJICH M MMEH M T.11.).

Jlo/kHa JOCTHraThCsl aBTOMATH3AlMsA MAKCHMAJIbHOTO YHCIA JEHCTBHIA
nojb3oBarener ¥ agMuauctparopos UCIIIH.

Hay4uHast 000CHOBAHHOCTB M TeXHHYECKAS PeaIM3yeMOCTh

MHdopMaumonHbie TEXHOJIOTHH, TEXHHYECKHE M MPOrPAMMHBIC CPE/ICTBA,
CPEACTBA M MEphl 3alUThl HHOOPMALUM JOJDKHBI OBITH PEATH30BAHBI Ha
COBPEMCHHOM YpPOBHE Pa3BUTHS HAYKU M TEXHUKH, HAYYHO OOOCHOBAHBI C TOYKH
3pCHUS JOCTWKEHMS 33J]aHHOTO YypOBHsA 0€30MacHOCTH WH()OPMAIMH U JOJDKHEBI
COOTBCTCTBOBATh YCTAHOBICHHBIM HOpMaMm U TPeOOBAaHUSAM MO OE30MaCHOCTH
I1/1H.

C3IIdn nomxHa GbITE OPHEHTUPOBAHA HA PELICHHS, BO3MOKHBIE PHCKU TS
KOTOPBIX ¥ MEPBI INIPOTHBOACHCTBMS OTUM DPHCKAM HPOIUIM BCECTOPOHHIOK
TCOPETHYECKYIO U IIPAKTUIECKYIO TIPOBEPKY.

Cnennannsanus u npogecCHOHATHIM

IIpenmonaraeT mnpuBIedeHHe K pa3paGOTKe CPEACTB H peald3aliid Mep
3AIIMTBl  WHGOPMALUM  CHEUHAIM3MPOBAHHBEIX  OPraHM3alMii, Haubojee
IIONTOTOBJICHHBIX K KOHKPETHOMY BHAY [JEATEILHOCTH IO OOECIEYEHHIO
6esonacnoctr I1]IH, HMEIOIKMX ONBIT MPAKTHYECKOH PaGOTHI 1 roCyJapCTBEHHYIO
JUICH3WI0O HA IMIPaBO OKasaHUs yCIyr B JToi obmactu. Peammsarus
AIMUHUCTPATUBHBIX ~MEP W  OKCIIyaTaluss CpEeACTB  3allUThl  JOJDKHA
OCYIIECTBISATHCSA MPO(ECCHOHANBHO MOATOTOBIEHHBIMH crenuaaucTamy 000
«Canpaiis».

Obs3aTeIbHOCTH KOHTPOJIS

IlpearnonaraeT 06S3aTENBHOCTL U CBOGBPEMEHHOCTh  BBISBICHHS 1
IIDECCYCHUST  IONBITOK HAPYIIEHWS yCTAHOBICHHBIX IPABHI  OOECIICUCHMUS
6esomacHoctn IIJIH Ha OCHOBE HCIONB3YEMBIX CHCTEM W CPEICTB 3allUTEI
MHQOPMalMM MNpH  COBEPIIEHCTBOBAHWM KPUTEPUEB M  METOJOB  OLEHKH
3b(EKTHBHOCTH ITHX CHCTEM M CPEICTB.

KoHtpones 3a nesrensHocThIO M060OTO MONMB30BATENs, KakKIOTO CpelcTBa
3aIIUTB ¥ B OTHOIIECHHH JFOOOT0 00BEKTa 3aIUThHI TOJDKEH OCYIIECTBISTHCS HA
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OCHOBE TIPUMEHCHHMSI CPEJICTB ONEPATUBHOIO KOHTPOJS U PETUCTPAIIUU M TOKEH
OXBaThIBaTh KakK HECAHKIMOHUPOBAaHHBIC, TaK U CAHKIIMOHUPOBAHHbBIC ICHCTBHUS
IOJIB30BATEJICH.
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6 Meprl, MeTOIBI U CPeACTBA ol0ecnedYeHusl TPedyeMoro ypoBHs
3alMILEeHHOCTH

O6ecneuenne TpeOyeMOro ypoBHS 3aIUIIECHHOCTH JOKHOCTH JOCTUIAThCS
C HCIIOJIb30BAaHHEM MEp, METOJOB U CpeAcTB Oe3omacHocTH. Bce Mepsr
obecniegenus 6ezonacHoctr UCIT/IH noapasaensrorcs Ha:
®  3aKOHOJATEIbHEIE (IIPABOBBIC);

*  MOpPaJIbHO-3THYECKHE,
®  OpraHM3aIMOHHBIE (A IMUHUCTPATUBHEIC),
*  (u3NYECKHUE;
®  TEeXHUYECKHE (almapaTHbIe H TPOTPAMMHEIE).
3aKoHonaTe/IbHbIE (IPABOBBIE) MePhI 3AIUThI

K mpaBoBeIM MepaM 3alIUTBI OTHOCSTCS ACHCTBYIOLIME B CTPAaHE 3aKOHBI,
YKa3bl 1 HOPMATHBHEIE aKThI, PEriIaMEHTUPYIOLMe npaBuia obpamienus ¢ I1]H,
3aKPEIUISIONIME NIPaBa U 00S3aHHOCTH YYaCTHUKOB MH()OPMAIHOHHELIX OTHOIIECHUMN
B TIpollecce €€ 00pabOTKHM M HCIIONB30BAHUA, a TAKXKE YCTaHABIMBAIOLINE
OTBETCTBEHHOCTh 3a HApYIIEHUSA OTHX MPAaBUJI, TWPEHATCTBYS TEM CaMbIM
HETIPaBOMEPHOMY  HUcmonb30BaHui0 [I/lH u  sABiftomuecs CHEPKUBAIOIIUM
(akTopoM At HOTEHIMATBHBIX HAPYIIUTENEH.

IlpaBoBblE  MepBI  3aIIUTEI  HOCSAT B  OCHOBHOM  YIPEKIAOIIHIL,
NPOQUIAKTHYECKHI XapaKTep 1 TPEOYIOT IOCTOAHHOM pa3bICHUTENbHOM paGoThI ¢
NOJB30BATENSAMHU M O0CITYKUBAIOIIUM IIEPCOHATIOM CUCTEMBI.

MopanbHo-3THYECKHE MePhI 3aAIIHTHI

K' MopanbHO-3THYECKMM MepaM OTHOCSTCS HOPMBI MOBEJIEHHUS, KOTOPHIC
TPaaWLIMOHHO CIIOXWINCH WIH CKJIAABIBAIOTCS 0 Mepe pachpoctpanenus OBM B
CTpaHe WM oOmecTBe. OTH HOPMBI OOJBIIEH YAcTBIO HE  SBISIIOTCS
00513aTeIbHBIMY, KaK 3aKOHOIATENBHO YyTBEPKICHHBIE HOPMATHUBHBIC aKTBHI,
OJTHAKO, MX HECOOIIOZEHHE BEAET OOBIYHO K MMAJCHUI0 aBTOPUTETA, MPECTHXA
YCJIOBCKA, IPYIIIbI JIUI WK OPraHU3auvHd. MopaabHO-ITHYECKHE HOPMEI OBIBAIOT
KaK HENMCaHbIe (HAIpUMep, OOIEIPU3HAHHBIC HOPMBI YECTHOCTH, MATPHOTHU3MA 1
T.IL), TaK U [IMCAHBIE, TO €CTh OQOPMICHHBIE B HEKOTOPHIHA CBOJ (YCTaB) IPABHII
WJIA IIPEAITUCAaHU.

MopanbHO-3THYECKHE MEpBI 3aIUTHI SBJIAKOTCS IPOPUIAKTHICCKIMU |
TPeOYIOT NOCTOSIHHOH PaGoThl 110 CO3JAHHI0 3I0POBOTO MOPAILHOTO KIMMATa B
KOJICKTHBAX IOApa3/e/ieHnit. MOpajabHO-ITHYECKHE MEPhl 3allUThl CHIKAIOT
BEPOSTHOCTH BOBHMKHOBEHMs HETaTUBHBIX JNEHCTBHI CBA3aHHBIX C YETOBEUYECKHM
dbakxTopom.

Opranuszannonnble (A IMHHACTPATHBHBIE) MEPbI 3aLUThHI

OpranusanroHHble (aAMHHUCTPATHBHBIE) MEpHI 3alMTBl - 3TO MEPBI
OPraHU3aMOHHOIO Xapakrepa, perIaMeHTHPYIOIIHE IIPOLIECCHI
(ynxuronnposanus UCII/{H, HCIOMb30BaHHE pecypcoB UCITIH, mesTensHOCTS
00CITy)XMBAIOIIEro MEPCOHANA, a TAKXKE MOPSIOK B3aMMOIEHCTBHS [OJIb30BaTe/ el
¢ UCIIJn takum o6pa3oMm, 4ToOBl B HaMOONBIIEH CTENeHH 3aTPY/IHUTh WU

HUCKIIOYUTHL BO3MOXKXHOCTDH peain3aliu yrpo3 0€30macHOCTH WIN CHHU3HUTH pasMeEp
IIOTEPH B ClIy4yae ux peaimn3aiuu.
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I'maBHast nenb agMUHHUCTPATUBHBIX Mep — cdopMupoBaTh I[lOTUTHKY
uHpopMannoHHOH Oe3omacHoctr IIJ[H (OTpaXkaromyro MMOZXOABI K 3allUTe
MH(OpMaLU) U 00ECIICUUTD €€ BBHITIONHEHHE, BBIICSIS HEOOXOAUMBIE PECYPCHI U
KOHTPOJIUPYS COCTOSIHUE JICII.
Peamusanua Ilomutuku unpopmarnmonnoit 6ezonacuoctu I1/In B UCITIu
COCTOSIT U3 MEP aIMUHHCTPATUBHOTO YPOBHS U OPTaHU3ALUOHHBIX (TIPOICIYPHBIX )
MEp 3aIUTHI HH)OPMAITUH.
K agMuHHCTpaTMBHOMY YpPOBHIO OTHOCSTCS pEIICHHS PYKOBOJCTBA,
3arparuBaronme jaearensHocTs UCIIJ[H B 1ienom. DT pelienus 3aKpervisioTcs B
[onuruke muapopManMoHHOH Oe3omacHocTH. [IpUMEpPOM TakWX peIleHHH MOTYT
OBITh:
®* IOPHHATHE pEUEHHA O (QOPMHPOBAHMM WIH MEPECMOTPE KOMILIEKCHOM
nporpammsl obecriedenus 6e3onacHoctu [1/1H, onpeeeHne OTBETCTBEHHBIX
3a ee pean3aIuio;

*  (opmynupoBaHME Iieiei, NMOCTAHOBKA 3a]ay, ONpEAENCHHE HampaBIcHHUIl
JEATENBHOCTU B 00nactu 6e3onacHoctu I1/1H;

® TOPHHATHC PEIICHHM II0 BOIIPOCAM pealu3aliil IpOorpamMMbl O€30IaCHOCTH,
KOTOphIC paccmaTpuBaroTcs Ha ypoBHe OO0 «Canpaii3» B 1elIoMm;

*  ofecneueHre HOPMATUBHOI (IIPaBOBO) Ga3bl BOMPOCOB GE30MACHOCTH H T.11.
[lonMTHKa BEPXHETO YPOBHS HO/DKHA YETKO OYEpPTUTH CQepy BIMSHUS H
OrpaHUYeHHsI IPU ONpezeaeHuu 1eneil 6ezomacHocTu [1/IH, onpenenuTs KakuMu
pecypcamu (MaTepuanbHble, IIEPCOHAN) OHHM OYJAYT JOCTUTHYTHI U HAWTH
PasyMHBIM KOMIPOMHCC MEXJy TPUEMIEMBIM YPOBHEM O€30IaCHOCTH W
pynxmmonansHocTei0 UCTI/IH.
Ha opranusaimoHHOM ypoBHE ONPEACISIOTCS IMPOUENYPHl M IIPaBHIA
AOCTIKEHUsI LIEJIeH U perienus 3aaad [lonurukn nHbOpMaMOHHON 6e30I1aCHOCTH
IT/IH. OTH npaBuiIa ONPEAENsIOT:
®  KaxkoBa 00IacTh MPUMEHEHUsI HOIUTUKM Oe3omacHocTH T1/1H;
® KakoBbl pPONM M OOS3aHHOCTH JO/DKHOCTHHIX JIMI[, OTBEYAIOMHE 33
IIPOBEJICHUE MOJIMTHKK Oe3omacHocTH [I/lH, a TakKe MX YCTaHOBHUTH
OTBETCTBEHHOCTb;

®  KTO MMe€ET mpaBa goctyna k I1/x;

KaKMMHU MEpaMu U CPEeACTBaMu obecrieunBaetcs 3amuTa [1/1H;

KaKUMH MEpaM{ ¥ CPEICTBAMM 00ECIEUUBAETCS KOHTPOJb 3a COOIIOICHUEM

BBEJICHHOI'O pPeXHMa 0€30IMaCHOCTH.

*  OpraHu3aInMOHHBIE MEPHI HOJIKHBI:

*  IpexycMaTpHBaTh periaMeHT UHGOPMAITMOHHBIX OTHOILICHUH,

UCKIIOYAIOMNX  BO3MOXHOCTh  HECAaHKIMOHUPOBAHHBIX  ACHCTBUH B

OTHOIIEHUHN OOBEKTOB 3aILHUTEHI;

ONPCICIATE KOATMLUHOHHBIC M HEPAPXHUYCCKUC MPHHIUILEI M METOMIBI

pasrpanu4eHus aocryna k [1)]x;

® ONpeNensaTb MNOPSHOK paboThl €  MPOrpaMMHO-MaTeMaTHYeCKUMH |
TEXHUYECKMMHU (allapaTHble) CPEACTBAMH 3alllATHl M KPHITO3ALIUTH U
JPYTUX 3aIMUTHBIX MEXaHU3MOB;
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* opranuzoBarthk Mepsl npotuBonercTBus HCJ] momp3oBarensMu Ha dTamax
ayTeHTU(UKAIUM, aBTOPU3ALUH, HIACHTH(PHMKAIMH, O00ECIICYMBAIONINX
rapaHTAd  pealu3allid  IOpaB W OTBETCTBEHHOCTH  CYOBEKTOB
MH(QOPMaIMOHHBIX OTHOIICHUH.

OpraHu3anuoHHbIE MEPHI IOJDKHBI COCTOSITD 3!

*  perimameHTa gocryna B noMenienuss MCITIn;

®* TopsAaKa J0IyCKa COTPYIHMKOB K Mcnoib3oBaHuto pecypcoB MCII[Ia OO0
«Canpaiizy;

®*  periaMeHTta IpOIECCOB BeIeHUs 0a3 JaHHBIX M OCYIIECTBJICHHUS
MoIU(PUKAIAN UHPOPMAITMOHHEIX PECYPCOB;

®  perjJaMeHTa MpOLECCOB OOCIYXKMBAHUS M OCYIICCTBJICHUS MOAH(UKAIMM
aInapaTHEIX U IporpaMMHbIX pecypcoB UCII/H;

* uHCTpykumi  none3oBareneit  UCII[la  (ammummuctparopa  UCIIH,
aZIMUHKCTpaTopa Oe3onacHocTH, onepatopa UCIT/IH);

®  MHCTPYKIIMH MOJI30BATENs P BOZHUKHOBEHHH BHEIITATHBIX CUTYAIHH.

®  HUHCTPYKIMM IO pa3sMEIIEHHI0, 000PYAOBAaHUIO W OXpaHEe IOMEIICHHM, IJie
XPaHATCS TIEPCOHAIBHEBIE JaHHBIC, 10 XPAHCHUIO MEPCOHATBHBIX JAHHBIX Ha
OYMaKHBIX HOCHTENAX H IOPSAIKY PabOTHI CIOIHUTENEN C NEPCOHAIBHEIME
JAHHBIMK Ha OyMa>KHBIX HOCUTEIISX WHGOPMAIIUH.

Pu3uyecKre Mepbl 3alUThI
®u3nyecKkhue Mephl 3alUThl OCHOBAHBI HA NPMMEHEHHMH DPAa3HOTO poja

MEXaHUYECKHUX, QJIEKTPO- HIIM  DJIEKTPOHHO-MEXaHWYECKHX YCTPOMCTB M

COOPY)KCHHMH, CIENHUAbHO TPEJHA3HAYCHHBIX U  CO3JMAHUs  (PU3MUECKUX

NPENATCTBUM HA BO3MOXKHBIX ITyTSAX TNPOHHKHOBEHUS M JOCTYIA IOTEHITHATBHBIX

HapyIIUTEICH K KOMIIOHEHTAM CHCTEMBI M 3allMIaeMOd MH()OPMALHUH, a TAKXKE

TCXHHYECKHX  CPEACTB  BHM3YyalbHOTO HAOMIONCHUS, CBSI3M M OXPaHHOM

CUTHAITN3AIIHH.,

®uspueckas 3amMTa  3JaHMH, [OMEMIEHUH, OOBEKTOB U CpeJICTB

UHpOpMaTH3AIMH JOJDKHA OCYILECTBIIATHCS nyTeM YCTaHOBIICHHUS

COOTBETCTBYIOIIMX IIOCTOB OXPAaHBI, C IMOMOIIBI0 TEXHHYECKHX CPEICTB OXPAaHBI

WIIM JIFOOBIMH JPYTMMH CIOCOOAMHM, IMPENOTBPAIIAIONINME HIIH CYIIECTBEHHO

3aTPYIHAIOIMMH POHUKHOBEHHE B 3JlaHHME, ITOMEIICHHS IIOCTOPOHHMX JIHUII,

XMIICHHE HHQOPMAIMOHHBIX HOCHTEINCH, CaMUX CpPEACTB HMH(pOPMATH3ALHH,

UCKIIFOYAIOMIMMHY  HAXO0XK/JCHUE BHYTPU KOHTPOIHPYEMOH (OXpaHseMOM) 30HBI

TEXHUYECKUX CPEJICTB PA3BEIKH.

AlNlmapaTHO-NporpaMMusbie cpeacTsa 3amuThbl I1/1n
Texuuueckne (ammapaTHO-TIPOrpaMMHBEIE) MepBI 3alUThl OCHOBAHKI Ha

HCIIOIb30BAHUM PA3MYHBIX JICKTPOHHBIX YCTPOMCTB M CIEHHATBHBIX HPOTPaMM,

BXoaAmux B coctaB MCII/IH 1 BEIOMHSAIOMMX (CaMOCTOSTEIFHO HIIH B KOMILIEKCE

C IPYTHMH CPeJICTBAMHU) QYHKIMH 3AIIUTHI (HACHTH(PUKALMIO U ayTeHTH(PHKALIMIO

TONL30BATENeH, pasrpaHuyeH’e JOCTyNa K pecypcaM, PEeTHCTPAIUi0 COOBITHA,

KPUNTOrpahuueckoe 3aKphITHE HHGOPMAITUHY U T.11.).
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C yuderoMm Bcex TpeOGOBaHUIT ¥ MPUHIMIIOB obecnieueHus 6e3omacHoct I1){x

B I/ICHHH II0 BCECM HAIIPABJICHHUAM 3alllUThl B COCTAB CUCTEMBI 3alllUTHI JOJIKHBI
OBITH BKITIOUCHBI CICAYIOUIUEC CpEaCTBA:

CpencTBa UACHTADUKAITIH (ormo3HaBaHuN) 15§ ayTeHTH()UKAINN
(moATBEPKICHUS TOMTUHHOCTH) mmoib3oBateneii UCITJH;
CPCACTBA pasrpaHUYCHUs] JOCTyIla 3apErUCTPUPOBAHHBIX II0JIH30BATEIICH
cuctemsl K pecypcam UCIITn OO0 «Canpaiizy;
cpencTBa  o0ecredyeHHss W KOHTPOJS [EJIOCTHOCTH MNPOTPaMMHBIX M
MH(POPMAIIMOHHBIX PECYPCOB;
CPEIICTBA OIIEPATUBHOTO KOHTPOJISL U PETUCTPAIIMH COOBITHI 0€30MaCHOCTH;
Kpunrorpapudeckue cpeacrsa 3amuTs! I1]H.

YcrnemHoe NpUMEHEHHE TEXHUYECKUX CPEICTB 3aIlIMThI HA OCHOBAHHU

NPUHIUIOB (pasfen 5) MpearosiaraeT, YTO BBITIONHEHUE IEPEYMCIEHHBIX HIDKE
TpeOoBanuii 0OeCrIedeH0 OpraHU3alMOHHBIME (aJMUHUCTPATUBHBIMM) MEPAMU U
HCIOIb3yEMBIMU (GU3NUECKUMHU CPEICTBAMM 3aIUTHI:

obecrniedeHa (U3HYECcKas 1ENOCTHOCTh Beex kommnoneHT MCTIIH;

KaXIbIH coTpyanuk (monb3oBarens VICII/IH) wmam rpymma mois30BaTeneh
MMECT YHHKAJIbHOE CHCTEMHOE HUMS M MHHUMAJIBHO HEOOXOMUMBIE JIS
BBITIOJIHEHMS UM CBOMX (YHKIHMOHAJIBHBIX OOS3aHHOCTEH IIOJHOMOYHUS IO
JIOCTYIIy K pecypcaM CHUCTEMBI,

B HCIIJlu OOO «Canpaii3» pa3paboTka H OTIagKa IIPOrpaMMm
ocymectBisgercs 3a nmpenenamu MCII/IH, Ha UCTIBITATEIEHBIX CTEHIAX,

BCC W3MCHCHWs KOHQUIypaluu TEXHUYECKUX M MPOrPAMMHBIX CPEICTB
NCIITH mpou3BOAATCS CTPOTO YCTAHOBICHHBIM MOPSAIKOM (PErHCTPUPYIOTCS
¥ KOHTPOJHMPYIOTCSA) TOJBKO Ha OCHOBAHHH DACIOPSIKEHHH PYKOBOICTBA
00O «Canpaiizy;

ceTeBoe 000pyI0BaHUE (KOHIIEHTPATOPBI, KOMMYTATOPBI, MAPIIPYTU3aTOPHI H
T.I) pacmonaraeTcs B  MeCTaX, HEJOCTYIHBIX U8  MOCTOPOHHHX
(CIeNUanbHBIX TOMEIICHUsX, IKadax, u T.11.);

conenpamuctamd - OO0  «CaHpaif3y  OCYIIECTBIAETCS  HENPEPHIBHOE

YUPABICHHE M aAMUHUCTPATHBHAS NOAJEPKKA (DYyHKIIMOHUPOBAHKS CPEICTB
3aILUTHI.
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7 Koutpous 3¢ pexrusnoctn C3I/In

Konrpons »ddextuBnoctn C3IIJH momkeH OCYyIIECTBIAETCS Ha
NepUOANYECKOM  ocHOBe. llenmblo  koHTposns  3G(EKTHBHOCTH  SBIISETCS
CBOCBPCMCHHOC  BBISABICHHE HEHaIIeXalmmx pexuMoB paboter  C3I11n
(oTKITIOYCHHE CPEICTB 3aIUTHI, HapylIeHHUE PEXUMOB 3aIUTHI,
HECAaHKIIMOHUPOBAHHOE HM3MEHEHUE pPEXKHMMa 3allUThl H T.I.), a TaKXKe
NPOTHO3MPOBAHME M  TIPEBEHTHUBHOE pEAarMpoBaHHE HA HOBBIE  YIPO3bI
6e3omacuoctu I1/IH.

KonTpons MoXeT NHpOBOAMTBCA KaK aIMHHUCTPATOpaMM Oe30IacHOCTH
UCIIIlH  (omepaTWBHBII  KOHTPOJAb B  Hporecce  HHGOPMALUOHHOIO
B3aumozelicteus B HCII[IH), Tak wu [OpHBIEKAEMBIMH JUIS  3TOM  ILElU
KOMIIETCHTHBIMH ~ OPraHM3alUsMH, MUMCKOIIMMH JIHICH3MI0 Ha 3TOT BHJ
aesrenbHocTH, a Takke @DCTOK Poccum m ®CHb Poccum B mpemenax ux
KOMIIETEHIIHH.

KOHTponb MOKET OCYIIEeCTBIATECS aIMUHUCTPATOPOM OE30HaCHOCTH KaK C
NIOMOIIBI0 MITATHBIX CPEACTB CHUCTEMBbI 3amuThl IIJ[H, TaKk M C IIOMOIIBIO
CHECIMATIbHBIX IIPOTPAMMHBIX CPEICTB KOHTPOJIS.

Ouenxka s¢dextuBHOCTH Mep 3aruuThl [1/IH IPOBOANTCS ¢ HCIIOIB30BAHHEM

TEXHUYECKUX M MPOrPaMMHBIX CPEACTB KOHTPOIS Ha TPEAMET COOTBETCTBUS
YCTaHOBIIEHHBIM TPEOOBAHHSIM.
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8 Cdepnl oTBeTcTBeHHOCTH 32 Oe3omacHocTh I1/IH

OTBEeTCTBEHHBIM 3a pa3paboTKy Mep M KOHTPOJIb Hax oOecredeHueM
0€30I1aCHOCTH TIePCOHATBHBIX JAHHBIX sBiseTcs pykoBoacTBo OO0 «Canpaiisy.
PykoBoguTens MOXET JelIerupoBaTh YacTh IIOJTHOMOYHH 110 0OOECIICYSHHIO
0€3011aCHOCTH MEPCOHATBHBIX JaHHBIX.

Cdepa  OTBETCTBEHHOCTH  PYKOBOIWTEIS  BKJIIOYAET  CIEIYIOLIHE
HampaBlieHHus obecriedeHus 6e3omnacHoct [1/{H:

* IInanupoBaHue U peanusaiys Mep o odecrneueHuro 6ezomacHoctu I1/IH;

*  Awnanus yrpo3 6e3omacuoctu [1/H;

* Paspaborky, BHeApeHHE, KOHTPOJIb HCIOJHCHHS W IOJJIEP)KAHHE B
aKTyaJIbHOM COCTOSHUM IOJIMTUK, PYKOBOJICTB, KOHLEIIUN, MPOLETYD,
PCTIaMEHTOB, MHCTPYKLUUM M APYrUX OpPraHMU3alMOHHBIX JOKYMEHTOB IIO
oOecriedeHunIo 0e30IMacCHOCTH;

*  OO6yuenue u nadopmuposanue nons3osareneit UCII/IH, 0 mopske paboTsl ¢

II/TH ¥ cpeacTBamMH 3allUTHI;

IIpenoTspamienue, BHISBICHHE, pearipOBaHKEe W PacCleI0BaHUe HAPYIICHUI

6e3omacuoctu I1]H.

[Ipy B3aUMOIEHCTBUM CO CTOPOHHHMH OPTaHH3AIMSIMH B ClIydasx, KOIrJa
COTPYIHHUKAM 3THUX OPraHM3alMi MPENOCTAaBIAETCS OOCTYN K OOBEKTaM 3allUThI
(pazgen 3), ¢ 9TMUMH OpraHM3alMsAMM JOJDKHO OBITh 3aKkmioueHo «CoriarieHue o
KoHGUAeHIMATbHOCTHY, 100 «CornameHne o  COOMIONEHHH  PEXHUMa
6esonmacHoctr I1/Jn npu Bemonuenuu pa6or 8 MCITIa». IToATOTOBKA THIOBBIX
BapHAHTOB 3TUX COTJIAlIeHUH ocymecTBisieTcs opuctoM OO0 «Canpaiizy.
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9 Mopens HapymiuTeisi 6€301aCHOCTH

Ilon mapymmrenem B OOO «Canpaii3» MOHAMAETCS JMIO, KOTOPOE B

pe3yJibTaTe YMBIIUICHHEIX MM HEYMBIIIJICHHBIX JEHCTBHI MOXET HAHECTH yIIepo
00BEKTAM 3aIUTHL.

Bce napymmurenu nensitcs Ha ABE IPYIIIIBL:

BHCIITHUE HAPYIINTEIN — GU3NUECKUE JTUIA, HE UMEIOIIUE TpaBa NpeObIBAHUS
Ha TEPPUTOPUHM KOHTPOIMPYEMOM 30HBI, B IMpeeax KOTOPOW pasMeniaercs
obopynoBanue UCII/IH, a Taxske xpanstes I1J[H Ha 6yMaKHBIX HOCUTEISX;
BHYTPCHHHUC HAPYIIUTEIH — QU3UUECKHUE JHIIA, UMEIOTINE TIPABO NMPeOLIBAHUS
Ha TEPPUTOPUHM KOHTPOJMPYEMOH 30HBI, B IpEZeiax KOTOPOH pasmelaercs
obopynosarne UCII/IH, a Taxke xpansites [1J[n Ha 6yMa)KHBIX HOCHTEJISX.
Knaccupukanus  Hapymmrenedl  mpexcraniena B Mogpenm  yrpos
0€30I1aCHOCTH MEePCOHATBHEIX JaHHBIX.
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10 Mogaeab yrpo3 6e30nacHOCTH
Hua UCIIAE OOO «CaHpaii3» BBIJICTSAIOTCS CIEIYIONME OCHOBHBIE

KaTeropuy yrpo3 0e30I1aCHOCTH IePCOHATBHBIX JAHHBIX:

YTPO3BI OT yTEYKH 110 TEXHUIECKUM KaHAaIaM.

YTPO3bl HECAHKLIMOHUPOBAHHOTO JIOCTYIIA K HH(GOPMAIIHH.

VYIpo3el yHHUYTOXXEHHMSI, XulieHus ammnapatHeix cpeacts UCIIJ{a Hocureneil
nHopManuu mytem Hu3HIECKOro gocrymna k snementam UCITJIH.

Vrpo3sl  XwuineHwus, HECAaHKIIMOHUPOBAHHON  Moaudukamuu  WiIn
ONOKMpOBaHUS HMHPOPMALMK 32 CYET HECAHKIIMOHUPOBAHHOIO JOCTYMa
(HCI) ¢ mpuMeHeHHEM NpOrpaMMHO-AIApaTHEIX U IPOrPAMMHEIX CPEJICTB
(B TOM 4HCIIE IPOrPAMMHO-MATEMATHYECKUX BO3EHCTBHIA).

YTpo3bl HE NpPEeJHAMEPEHHBIX NCHCTBHI MMOAB30BATENICH M HAPYIIECHUI
OesonacHocTu yHnkunonuposanus UCIIIu u C3II/JIH B ee cocTaBe H3-3a
cboeB B IIPOrpaMMHOM OOECIIEUCHHUH, a TAKKE OT YIPO3 HEAHTPOIIOI€HHOTO
(cOoeB  ammapaTypbl ~ W3-3a  HEHANEXKHOCTH  DJJIEMEHTOB,  cOOeB
BJICKTPONUTAHMSA) U CTUXUMHOTO (yIapoB MOJHHUM, I0KapOB, HABOJHEHHUN U
T.IL.) XapakTepa.

YTpo3bl IPeIHAMEPEHHBIX IEHCTBUI BHYTPECHHUX HAPYIIUTENEI.

YTpo3el HECAHKIIMOHUPOBAHHOT'O JOCTYIIA 110 KAHAJIAM CBSI3H.

Onucanne YIrpo3, BEPOATHOCTh UX peaanu3aluy, ONaCHOCTL U AKTYaJIbHOCTh

IpeACTaBiIcHbl B «Mogenn yrpo3 0€30MacHOCTH IIEPCOHANBHBIX JAHHBIX B
UCTTn».
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11  Mexanusm peanuszanun Ilonoxenns
Peanmuzarmss  [lomokeHuss  ODKHA ~ OCYIIECTBISTHCS  HA  OCHOBE

IICPCIICKTUBHBIX IIPOTPaMM H IIJIAHOB, KOTOPBIC COCTABISIOTCS HAa OCHOBAHHUU U BO
HCIIOJHCHUC!

enepanbHBIX 3aKOHOB B 0oOiactn  obecnedeHuss HMHPOPMAMOHHOMN
0€30I1aCHOCTH ¥ 3alUThl HHPOPMALUH;

nocranosiaenui IIpasurensctBa Poccuiickoit denepanmm;

PYKOBOJAIIUX, OPraHU3alMOHHO-PACTIOPAIUTEIBHEIX M METOJIMUYECKHUX
nokymenToB ®CTOK Poccuu;

norpebnocrer HCII[lH B cpemctBax  obecredenuss 0Oe30IIaCHOCTU
uHbOpMaIuu.
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12 Iopsimox padoThI ¢ MEPCOHATBHBIME JAHHLIMH COTPY/IHHKOB
O0s13anHOCTH padoToaaTesst

B nemsx ucnonnenus TpebGoBaHHI 3akoHomarenbcTBa P® mpu o6paboTke
NEPCOHAIBHBIX JAHHBIX, BCE DPAOOTHHUKM YUYPEKICHUS JIOJDKHBI WCIIOIHSATH
YCTaHOBJICHHBIH ITOPSAIOK pabOTHI:

Pabora ¢ nepcoHanbHBIMU NAHHBIMH PabOTHHUKOB JOJDKHA HE HAPYIIATh
TpeOoBaHMI 3aKoOHOZATenbcTBA PO M  JIOKATBHBIX HOPMATHUBHBIX aKTOB
OpTaHU3aI¥H, U J0JDKHA OBITh HETIOCPE/ICTBEHHO CBSI3aHA C OCYILECTBIEHHEM UMH
CBOUX TPYIOBBIX (OYHKITHIA.

IIpu cbope u 006paboTKe MEPCOHATBHBIX JaHHBIX PaOOTHHKA PaboTOIaTENb
AOJDKEH pykoBoacTBoBathCs Koncrurynuenr P®, TpymoBeiM komekcomM PD u
VHBIMH (DefepabHBIMHU 3aKOHAMH.

llepcoHanbHble JaHHBIE PAOOTHHUKOB JIOJDKHBI OBITH MONYYEHBI TOIBKO
HETIOCPEACTBEHHO y Hero. Eciou a1 o0paboTku ero MaHHBIX WM MX MOJy4EeHUS
NPUBJIEKACTCS TPEThbHM JIMLA, TO DPAOOTHHUK [OJDKEH [aTh IPEIBAPUTEIHLHOE
IMCbMEHHOE coriiacke Ha 3T0. OTHOBPEMEHHO pPaOOTHHK MJODKEH OBITH
YBEJIOMIICH O IelisiX cOopa MHGOPMAINN, HCTOYHHKAX €€ MOIYYEHHs, a TAKKE O
TOCICACTBUAX OTKa3za OT MPEAOCTaBICHUs IHMCbMEHHOTO corjiacusi Ha cbop
UHQOpMAITUH.

llepcoHanbHble NaHHBIE PAOOTHHKA O €r0 IMOJMTHYECKUX, PEIMTUO3HBIX U
VHBIX YOEKIEHUAX, YaCTHOM JKM3HHM, a TakkKe 4IeHCTBE B OOIIECTBEHHBIX H
NPO(MCOIO3HBIX OPraHU3aLHAX HE MOIEkKAT cOOpYy OpraHM3aIUeH, eClM MHOE HE
IPETYCMOTPEHO 3aKOHOIATEILCTBOM.

3ammuTa NEpCOHANBHBIX JAHHLIX pPabOTHHKA JOIDKHA O0GECIICUMBATHCS
IIOJTHOCTBIO 33 CUEeT paboTomaress.

Ydpexaenue npu mpueMe Ha paboTy, a Takke IPH JIIOObIX H3MEHEHHSX
NpaBuil paboOTHl C MEPCOHANBHBIMY JIAHHBIMU 00S3aHO MHMCHMEHHO 3HAKOMHUTD C
HUMH BCEX PAOOTHUKOB.

YupexaeHue He HMeeT PaBO HPHHYKIATh PaGOTHUKOB K OTKA3y OT CBOHMX
NIPAB Ha 3aIIUTY IE€PCOHAIBHBIX JaHHBIX.

O0s3aHHOCTH padoTHHKA
PabotHuk 00s13anH:

HepeﬂaTb paGOTonaTemo BCC II€pCOHAIIBHBIC JaHHBIE, YKa3aHHBIC B
COOTBCTCTBYIOIMMUX JOKYMCHTAX.

B ycranopneHHEIH mpaBHIamMH Cpok cooOmaTe paboTomaremo 06
VU3MCHCHHMH CBOMX IEPCOHAIBHEIX JaHHBIX.

Ilepenaya nepcoHANBHBIX JAHHBIX
JAns opraHusanuu mepegaud (pacHpOCTPAHEHHS) IEPCOHATBHBIX JAHHBIX
_ COOIOIArOTCS CITEYIOLINE YCIIOBUSL:
bepercsi muckMenHoe cormacue paboTHHKa Ha 0GpaGOTKY [IEPCOHATBHBIX
AAHHBIX, Pa3peMICHHBIX IJIS PACIpOCTpaHeHHs, 0GOPMILETCS OTHAEIBHO OT
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APYTuX corjlacuii Ha 00pa0OTKy ero HepcOHANbHBIX JaHHBIX. IIpu 3ToM
COONIONAOTCA  YCIOBHS, MpPELYCMOTPEHHBIE, B 4acTHOCTH, cr. 10.1
Denepanbroro 3akonHa ot 27.07.2006 N 152-®3 "O nepcoHanbHbIX JaHHBIX".
TpeboBanus K  COmepXaHMIO TAKOTO  COTJACHA  YCTAHABIHBAIOTCS
YTIOJTHOMOYEHHbIM OpraHoM TII0 3allUTe IPaB CyOBEKTOB IEPCOHATBHBIX
JaHHBIX.
IIncemenHoe cornacue Ha 00pabOTKy NEPCOHATBHBIX JAHHBIX, PA3PEIICHHBIX
AJIS pacpoCTPaHEeHHs, PAOOTHHK MPe0CTaBIseT PaboToAaTEINIO JIMYHO.
Paboronarens o6s3an He mo3HEE Tpex paboUMX JIHEH ¢ MOMEHTA MONYUCHHS
YKa3aHHOT'O COIJIACHsl OMyOIMKOBATh HHGOPMALHIO 00 YCIOBUAX 06paboTKY,
O HaJIMYUU 3aIPETOB U YCIOBHH Ha 00pabOTKY HEOTpaHHYCHHBIM KPyTOM JIHI]
TICPCOHATILHBIX TAHHBIX, Pa3PEIIEHHBIX IS PACIIPOCTPAaHEHHS.

Cormacue Ha 06paGOTKY IICPCOHANBHBIX [AHHBIX, PA3PEIUEHHBIX IS
pacrpoCTpaHeHHs, MNPEKpalaeT CBOe IEHCTBHE C MOMEHTa MOCTYIUIEHHS
Paboronarernto TpeboBanmus.

IIpn ocyuiecTBIEHHH Tiepenaddl [EPCOHAIBHBIX JAHHBIX PAaGOTHHKOB
_TPeThUM JHIaM paboToaarens 00A3aH:
HE COOOIaTh TEPCOHAIbHBIC JaHHbIE 6€3 MOJTYyYEeHHOrO MHCHMEHHOTO
coryiacust pabOTHHMKA, KpOME CilydaeB, KOTJa TakHe OOS3aHHOCTH
YCTaHOBJIEHBI 3aKOHOIATEICTBOM;
HC MepenaBaTh NMEPCOHANBHBIE JaHHBIE PAOOTHHMKA MJIA HCIOJIH30BAHUSA B
KOMMEPUYECKUX IENAX;
TpeOOBaTh OT TPETHHUX JHIl COOTIOACHHUSA TPABUI PaGOTHI C MEPCOHATBHBIMHU
AAQHHBIMH, @ TaKKe TPEAOCTABICHUS IUCBMEHHOTO MOATBEPKICHUS
HCIIOJIb30BAHHMS MEPCOHAIBHBIX JAHHBIX B MOPSIKE, IPEILyCMOTPEHHBIX
HACTOSIINM ITOJIOKECHUEM O 3aIIUTE TEPCOHAIBHBIX JAHHBIX;
AaBaTh JOCTYN K TEPCOHANbHBIM [aHHBIM TOJBKO JHUIAM, HMEIOMHM
COOTBETCTBYIOUIMH JOIYCK U HCIIOJIB3YIOIIUX HUX TOJIBKO IS BBITOIHEHUS
KOHKDPETHBIX MOJTHOMOYHINA;
HE MCTpeOOBaTh MH(POPMAIMIO O COCTOSHHH 340POBbS PabOTHHKA, 3a
UCKIIOYEHHEM [JIaHHBIX, KOTOPbIE MOTYT IIOBJIMATH HA WCIOJHEHME
pPabOTHHMKOM CBOHX TPYAOBBIX OOA3aHHOCTEH.

3ammTa nepcoHANIbLHBIX JaHHBIX Pa0oTHAKA

B pamkax peanm3anuy IyHKTOB HacTOAIEro IIONOKEHHS O 3amIuTe
TIEPCOHAIBHBIX IAHHBIX PAOOTHUKOB, PYKOBOJUTEIb YIPEXKIEHHS U3NAET [IPUKA3 O
Ha3HAYCHUM JIMIA, OTBCTCTBEHHOIO 3a COOMIONEHHE TMOpsAAKa paboThl C
NICPCOHATBHBIMU TaHHBIMU PaOOTHHKOB, Ha KOTOPOM JIEKAT BCE OOSI3AHHOCTH IO
obecneueHnI0 KOHPUICHINAILHOCTH MOTYYEHHbIX JAHHBIX, 4 TAKKE OpraHu3aI|H
paboTHI C HUMH.

IIepenaya uHpOPMALNK IPOMCXOAUT TONBKO B MACHMEHHOM BHIE. 3ampoc
JOIDKEH OBITH CHENaH B IMMCBMEHHOM BHJE C YKA3aHHEM BCEX PEKBHU3UTOB JIHIIA,



35

3aMpalnBaroIero nHpopmanuro. OTBET JOMKEH OBITh ceNaH Ha (GUPMEHHOM
OaHKe YupexkIeHHs M OTIpaBICH TGO KYpPBEPCKON CHyk00H, MO0 3aKa3HBIM
MHCHMOM. '

Bee monyuennble mepcoHaNbHEIE NaHHBIE TOIDKHBI XPAHHUTHCS B MecTe,
VCKITIOYAIOIEM HECAHKUMOHMPOBAHHBIX JOCTYII TPETHUX JIUIL.

OJICKTPOHHBIE ~HOCUTENH HWHOOPMAIMH, HOIDKHBI OBITH  3aIUIICHEI
KPUNITOrpadhIeCKUMH CPEJICTBAMH 3AIUTHI HH(MOPMAIIHH.

OTBeTCTBEHHOCTH 32 pa3srianienne HHPOPMALNH, CBI3AHHOM ¢
NepCOHATLHBIMH JAHHBIMH Pa0OTHHKA

JIuua, mpusHaHHBIE BHHOBHBIMH B HApyIICHHH TpeOOBaHHH HACTOSILETO
ITonoxxeHust 0 3ammTe MEpCOHANBHBIX MAHHBIX PaGOTHHKOM, NIPUBJIEKAKOTCS K
AUCLMIUIMHAPHOM, aJIMHHMCTPATUBHOM, TIPaKIaHCKO-IPABOBOH M YTOJIOBHOM
OTBCTCTBCHHOCTH, B TOPSJIKC, MIPELYCMOTPEHHOM 3aKOHOIATEIHCTBOM PD u
JIOKAJIbHBIMHA HOPMAaTUBHBIMH aKTaMH.
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13 Iopsaaok paGoTsl ¢ NepCcOHaTbLHBIMH JAHHBIMH KOHTPAreHToOB U
a0O0HeHTOB

Ilopsinok mostyyenusi u 06paGoOTKH NePCOHATLHBIX JAHHBIX
KOHTPAareHTOB U a00HEHTOB

Hon  obpaborkoit  IIJlH  moHMMaeTcs  moOIydeHwe, XpaHEHHE,
KOMOHMHMpPOBaHHeE, Mepefada Wik J0060e JAPYroe HCIONb30BAHHE NEPCOHATBHBIX
JaHHBIX KOHTPAareHTOB U a0OHEHTOB.

Pabota ¢ nepcoHalbHEIME TAHHBIMH KOHTPAreHTOB M a0OHEHTOB IOKHA HE
HapyIIaTh TpebOBaHUi 3aKOHONATENbCTBA PD 1 JOKATBHBIX HOPMATHBHBIX aKTOB
OpraHU3aI1H.

Hcnonb30Banue MepcoOHANbHBIX JaHHBIX BO3MOXHO TOJIBKO B COOTBETCTBHM
C LCJSIMH, ONPCHCIMBIIMMU HX MOdy4eHue. [lepcoHalbHBIC DaHHBIE HE MOTYT
OBITH UCTIONE30BAHBI B LEJIAX IPHIMHEHNS HMYIIECTBEHHOTO H MOpaJIbHOTO Bpea
T'paxKaHam, 3aTPy[HEHUsS peaqu3allid NpaB M cBoOon rpaxnaH Poccuiickoii
benepanuy.

Hopstnox 00paboTKM MepcoHaNbHBIX NAHHBIX HA GYMAXHBIX MaTepUaTbHbBIX
HOCHTEIIAIX periiaMeHTUpoBaH «MHCTpykumell 1Mo XpaHEHMIO NEepCOHATBHBIX
J@aHHBIX Ha OYM&XHBIX HOCHTCISX W TOPSAOKY pabOTBl WCIONHHTENEH ¢
TIEPCOHAIBHBIMU ~ TAHHBIMH ~ HAa  OyMaXXHBIX  HOCHTENSIX  HMH(OPMAIHH,
YTBEPKIECHHON PYKOBOIUTEIIEM.

O6pabotka MIEPCOHATBHBIX TAHHBIX B aBTOMAaTHU3UPOBAHHBIX
MH()OPMAILMOHHBIX CHCTEMAX OCYIIECTBIAETCS HA OCHOBAHUH psila yTBEpKACHHBIX

PYKOBOAUTEIEM HWHCTPYKIHHM, DPETIAMEHTHPYIOMHUX 0OpaGOTKy MNEepCOHATBHBIX
nanubeix B UCIT/IH.

JlocTyn K nepcoHaNLHLIM JAHHBIM

Buyrpennu#t jmoctyn (moctym  BHyTpH OpPTraHM3alliU) ONpeAeIIeTCS
IICPCIHEM ML, MMCIOMMX JOCTYN K NEPCOHANBHBIM JAHHBIM KOHTPAareHTOB W
abOHEHTOB, ONPEJIEIISIETCS MPUKA3OM PYKOBO/UTES.

Bremmnuit nocrym:

K 4ncny  MaccoBbIX mOTpeGuTENnell  MepCOHANBHBIX JAHHBIX  BHE
OPTaHH3ANMY MOXHO OTHECTH TOCYIApPCTBEHHBIE (YHKLHOHAIBHBIE CTPYKTYPBL:
HAJIOTOBBIC MHCIIEKLMH, NPABOOXPAHUTENIBHBIC OpPraHbl, OPraHbl CTATHUCTHKH,
BOCHKOMATEI, ~ OpPTaHbl —COLMAIBLHOIO  CTPAaXOBaHMS, IEHCHOHHBIE (DOHIEL
HOAPA3NCICHUA MYHUIUIIAIBHBIX OPTAaHOB YIIPABIICHUS;

Ha30pHO-KOHTPONIbHBIE OpraHbl UMEIOT T0CTYI K MH(OpPMALUU TOJBEKO B
cepe cBOEi KOMITETEHIUH.
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IIpaBa 0083aHHOCTH H OTBETCTBEHHOCTH CYOHLEKTA IEePCOHATBHBIX
JAAHHBIX

3akpernieHue npas CyObeKTOB MEPCOHATBHBIX JaHHbIX, PErTAMEHTUPYIOIIMX
3alIMTy €ro TEPCOHANBHBIX HaHHBIX, OOECIIEYHBACT COXPAHHOCTH IOJHON U
TOYHON MHPOPMALIUU O HEM.

B nemsx 3ammTHl NEPCOHANBHBIX JAHHBIX KOHTPAreHTHl (3aKOHHBIE
IPEICTABUTENHN ) UMEIOT TIPABO:

- TpeOOBaTh WCKITIOYCHUS WM WCTPABIEHHMS HEBEPHBIX, MM HEIOTHBIX
NEPCOHATBHBIX TaHHBIX, CBOOOJHBIA OECILIATHBIN JOCTYI K CBOUM TIEPCOHATBHBIM
JaHHBIM, BKJIIOYAs MPaBO Ha IOJYYEHHE KOIMM HOBOH 3alKMCH, COAepKalen
NIEPCOHAIILHBIC JJAHHEIE;

- ONPEACIATh CBOUX IMPEACTABUTENIEH A 3aIIUTHI CBOMX IMEPCOHAIBHBIX
JaHHBIX Ha COXPAaHEHHUE U 3aILUUTY CBOEH JTUYHOM TalHEL.

IIpaBa 00513aHHOCTH H OTBETCTBEHHOCTDH OIIEPATOPA NEPCOHATBHBIX
TAHHBIX

llepconansHas OTBETCTBEHHOCTH - OJHO W3 TIAaBHBIX TPEOOBaHWUI K
OpraHM3alMH HYHKIMOHMPOBAHKSA CHCTEMBI 3allUThl EPCOHANBHON HH(OpMAIMn
1 00s13aTenbHOE yenoBue obecrieueHus 3hPeKTUBHOCTH 3TOM CHCTEMBL.

Opunnueckne u ¢usuyeckue JsmuIA, B COOTBETCTBHH CO  CBOMMH
TIOTHOMOYMAMY, BIaJeoIe HHOOpPMaLUell O rpaxkgaHax, [OAydYaolue MU
HCIIOJIB3YIOIIHE €€, HECYT OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHOAATEIHCTBOM
Poccuiickoii ®enepaluu 3a HapyIICHHE PeXUMA 3aIUTHI, 06PAGOTKH M HOpSIKA
UCIIOJb30BaHMs 3TOW HHGMOPMALIHH.

PykoBonurens, paspemalommii I0CTYn  COTpyAHHKA K JIOKYMEHTY,
COAEPIKALIEMY IICPCOHAIBHBIE CBEIEHHS KOHTPAreHTOB W a0OHEHTOB, HECET
IIEPCOHAILHYIO OTBETCTBEHHOCTD 32 JaHHOE Pa3peLICHHE.

Kax b1l COTPYNHHK OpraHM3aIiy, IOSyYaromuit ams paboThl JOKYMEHT,
COIEPIKAIMA NEPCOHANBHBIE AHHBIC, HECET €IMHOIMYHYIO0 OTBETCTBEHHOCTh 3a
COXPaHHOCTh HOCHUTENA U KOH(HUICHIINATEHOCTh MH(POPMAITHH.

Jlomyck K NEepCcOHANbHBIM JaHHBIM KOHTPAreHTOB M aGOHEHTOB IPYIHX
COTPYZHUKOB paboTONATENA, HE MMEIOIIMX HAUIEKAIHUM 06pa3oM 0(hOPMICHHOTO
JOCTYTIA, 3aMPEIIacTCs.

Ilepesaua (06MeH U T.1.) IEPCOHANBHBIX JAHHBIX MEXY TI0PA3eIICHUAMHU
OCYLIECTBIISICTCS  TOJBKO MEXAY COTPYIAHHKAMH, HMEKOIIMMH JOCTYNl K
NEPCOHATBHBIM JJAHHBIM KOHTPAreHTOB U a0OHEHTOB.

3a HEHCTIONHEHME WM HEHaJUIEXkAIllee HCTIONHEHHE PAGOTHHKOM MO ero
BHHC BO3JIOKCHHBIX Ha HEr0 O00A3aHHOCTEH IO COONIONEHHIO YCTAHOBICHHOTO
HOps/ika paboThl CO CBEACHUAMHU KOH(DUACHIIHAILHOIO xapakrepa paborogareian

BIIpaBe IPUMCHATL mpeaycMoTpeHHble TpynoseiM KomekcoM mucnuiumsapHbie
B3BICKAHUSI.
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14  OcoGennocTu 06padoTKH NePCOHATLHBIX IAHHBIX 63 HCHOIL30BAHMS
CpeICTB aBTOMATH3AIUM
IIpun HEaBTOMAaTHU3UPOBAHHOU 00paboTKe pa3IMYHBIX KaTeropumn
NEPCOHANBHBIX  JAHHBIX JOJDKEH UCIIONIBb30BAaThCS  OTHEIBHBIA  MaTepHaIbHBII
HOCHUTCIIb IS K&KIOHW KaTeropuy MePCOHAIbHBIX TaHHBIX.
IIpn HeaBTOMATU3UPOBAHHON 0OPaOOTKE MMEPCOHANBHBIX JAHHBIX Ha
_ OyMaXXHBIX HOCUTEISX:

HE Jonyckaercss ¢ukcanus Ha OJTHOM OYMa)XHOM HOCHUTEIIe
NEPCOHATBHBIX  JIAHHBIX, LEeNM  0Opa0OTKM  KOTOPBIX  3aBEJOMO
HECOBMECTHUMBI,

NIEPCOHANbHBIE NAHHBIE JOJDKHBI 000COONATECS OT WHOM HMH(DOpMAINH, B
YaCTHOCTH IMyTeM (PUKCAIlMM MX HA OTJACIBHBIX OyMaXKHBIX HOCUTENSX, B
CHCIHMATBHBIX pasjellaX WU Ha noJsx Gopm (O1aHKOB);

AOKYMEHTBI, COAEpIKALIHe [IEPCOHANBHbBIE NTaHHbIE, QOPMHUPYIOTCS B Jena
B 3aBUCUMOCTH OT LI€TU 00paOOTKH NIEPCOHANBHBIX JAHHBIX;

Jera ¢ JAOKYMEHTaMH, COJIEpXKalliMHU TEePCOHATbHBIE JaHHBIE, JOKHBI
HUMEThb BHYTPCHHUEC ONUCH JOKYMEHTOB C yKa3aHHWEM e 00paboTKM U
KaTE€rOpUHU NEPCOHATBHBIX TaHHBIX.

JIOKyMEHTHI (HOCHTEH MHOOPMALNH), COAEPIKAIINE IIEPCOHANLHBIE
HOaHHBIC, JIOJDKHBI XPAaHUTBCS B  CIYKEOHBIX IIOMEUICHUSAX B HAIEXKHO
3aMMpaeMbIX U OlevaThiBaeMbIX mikadax (ceidax).

VHUYTOKEHNE HIM O00E3IMYNBAHKME YaCTU HEPCOHANBHBIX TAHHBIX, €CIIH
3TO NOIYCKACTCs MAaTEPHAIIbHBIM HOCUTENIEM, MOKET IIPOM3BOJIUTHCS CIIOCOOOM,
UCKIIFOYAIOIIMM JalIbHEHUITyI0 00paboTKy 3THX IIEPCOHAIBHBIX JIAHHBIX, C
COXPaHCHHEM BO3MOXHOCTH OOPabOTKM MHBIX JAHHBIX, 3aQUKCHPOBAHHBIX Ha
MaTEPUAIILHOM HOCHTEJIE.

[Ipu HECOBMCCTHMOCTH LieJIed 00paOOTKH TEPCOHANBHBLIX JAHHBIX,
3aQMKCHPOBAHHBIX HA OJHOM MATEPHAILHOM HOCHTENE, €CI  MATEpPHAIbHBIN
HOCHTEIIL HE  TIO3BOJSET OCYIIECTBIATH  0OpabOTKY IMEPCOHANBHBIX JaHHBIX
OTJEIHHO OT  JIPyTrux 3apUKCUPOBAHHBIX HA  TOM K€ HOCHUTEIIC
IICPCOHATBHBIX IAHHBIX, JOJDKHBI OBITh TPHHATEI MEpPBL 110 00ECTICUEHUIO
_paznenbHol  00pabOTKH NEPCOHAIBHBIX JaHHbIX, B YACTHOCTH:
npu HEOOX0IUMOCTH UCTOJIb30BAHUSA MM  PACIPOCTPAHEHUS
ONPENCICHHBIX MEPCOHANBHBIX JaHHBIX OTACABHO OT HAXOMANIUXCS HA
TOM K€ MaTepUAIbHOM HOCHTENE  APYIMX  IEPCOHANBHBIX JAaHHBIX
OCYIIECTBISIETCS KOIIMPOBAaHHE IEPCOHANBHBIX JIAHHBIX, ITOJIEKAIX
pacnpoCTpaHCHUI0 WM HCIOJb30BAHUIO, CIIOCOOOM, HCKITIOYAIOITHM
OTHOBPEMEHHOE  KOMHUPOBAaHUWE IIEPCOHANBHBIX JAHHBIX, HE ITOIIEHKAITHX
pacIpoCTPaHCHHUIO u UCIIOJIb30BAHHIO, U UCIIOJIb3YeTCS
(PactpoCTpaHACTCs) KONHUS TIEPCOHATBHBIX JAHHBIX;

IpM  HEOOXOAMMOCTH — YHHYTOXCHHS WM  OJNOKMPOBAHHS  YacTH
TIEPCOHATIBHBIX NAHHBIX YHUYTOXKACTCS WIH  OJOKMPYETCS MaTepUaTbHBIH
HOCHTEIb C IIpeABapUTEIBHBIM KOIIMPOBAaHUEM CBCJICHHUH, HE
MOUICKAIIUX  YHHYTOKEHUIO una  OJOKHPOBaHHIO, CIOCOOOM,
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HCKJTFOYAIOIIMM OJHOBPEMEHHOE KONUPOBAHHWE TEPCOHAIBHBIX JIaHHEIX,

MOJJIEXKAIIUX YHUUTOXKEHUIO UITH OJIOKHPOBAHUIO.

VYTOYHEHHE IIEPCOHANBHBIX NAHHBIX IIPH OCYHIECTBICHUH HUX 06paboTKM
0€3 HCIONB30BAHMSA  CPENCTB  ABTOMATH3AlMd  IIPOU3BOJHUTCS IyTeM
OOHOBJIEHMS] MM HM3MCHEHHS JaHHBIX HA MATEPUAILHOM HOCHTEIE, a eCciu
3TO  HE JOITyCKACTCd TEXHUYECKMMH  OCOOCHHOCTSMH  MAaTEPHAIBHOI'O
HOCHUTENA, NyTeM (UKCAUM Ha TOM JK€ MAaTe€PUAbHOM HOCHUTENE CBEACHMI
O BHOCHMBIX B HHX H3MEHEHHMSIX JMOO TIyTeM H3rOTOBICHHS  HOBOIO
MaTEPUAIBHOTO HOCUTENS. ¢ YTOUHEHHBIMH IE€PCOHANIBHBIMU JAHHBIMHU.

O6paboTka NepcOHANBHBIX JaHHBIX, OCYLIECTBIAEMas 6€3 HCIIOIb30BaHMUS
CPEACTB aBTOMATH3AllMH, JOJDKHA OCYUIECTBISTHCS TAaKUM OOpa3oM, 4YroOBl B
OTHOIICHHUH Ka)XKI0W KaTErOPUM 1IEPCOHATBHBIX JAHHBIX MOXHO OBbLIO OIPENEIIUTh
MECTa XpPaHCHUS MEPCOHANLHBIX JaHHBIX (MaTepPHANBHBIX HOCHTENEH) U
YCTaHOBUTb NEPEUCHB JIMLI, OCYIIECTBISIOIMINX 00pabOTKY MePCOHANBHEBIX JaHHBIX
b0 MMEIOMINX K HAM JIOCTYIL.

IIpu XpaHeHWn MaTepUaTbHBIX HOCHTENEN JOKHBI COOMIONATLCS YCIOBHS,
00eCIeynBaIONINEe COXPAHHOCTh MEPCOHANBHBIX JAHHBIX M HCKITIOYAIONIHE
HECAaHKIMOHUPOBAHHBIA K HHUM JOCTYN. XpaHCHHE MEPCOHAILHBIX IaHHBIX
(MaTepuanbHBIX HOCHTENEl ), 00paboTKa KOTOPBIX OCYIIECTBIISETCS B PAsIHIHBIX
HCIIAX JTOJDKHO OBITh Pa3ICIILHBIM.
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15 Oxmupaemblii 3pdexr or peanusanun IoaoxxeHus

Peanuszanusa ITonoxenus 6ezonmacuoctu 1110 B UCII/IH MO3BOIHT:

OLEHUTh cocTosgHue Oc3omacHocTn uWHpopManwu WCIIIH, BBHIABUTH
HCTOYHUKH BHYTPCHHUX M BHEUIHUX YIpo3 HHPOPMAIHOHHON GE30MaCHOCTH,
OIIPCACIUTE NPUOPUTETHBIC HANPABICHHUS NPEIOTBPAILCHHS, OTPAKEHHUSA W
HEWTPAIU3aluU 3THX YIPO3;

pa3paboTath pacmopsaUTENbHbIE U HOPMATUBHO-METOJAUYECKUE JOKYMEHTHI
npuMenurensHo k UCIIx;

NpOBECTH Knaccupukanuio u ceprudukarmo MCII/H;

IIPOBECTH OPTaHU3AIIMOHHO-PEKUMHBIE W TEXHUYECKHE MEPOIPHUATHA II0
obecneuenuro 6esonacuocru I1{a B UCTI/Ix;

0becrednTs HEOOXOINMBIN YPOBEHD GE301IACHOCTH 0OBEKTOB 3aIIHTHL
pa3paboTaTh METOAMYECKHE TOKYMEHTHI [0 Pa3MEMIEHUIO, 000PYI0BaHUIO H
OXpaH€ IOMEIICHHUM, TI€ XPaHATCA [EePCOHANbHBIE JaHHBIE, 110 XPAHEHHIO
MEPCOHANBHBIX JaHHBIX Ha OyMaXKHBIX HOCHTENSX W TOPSAKY pabOTHI
VCTIOJTHUTENEH C TEPCOHAbHBIMHM JaHHBIMH Ha OYMaXHBIX HOCHTEISX
“HpOpMaIIH.

Ocy1uecTBrieHNe STHX MEPONPUSTHI 06ECIEUNT CO3LAHNE SAUHOM,

IIEJIOCTHOH W CKOOPAMHHPOBAHHOM CHCTEMBI MH()OPMAIMOHHON 6E30MaCHOCTH U
CO31aCT yCIIOBHS /IS €€ JNabHEHIIEro COBEPIIIEHCTBOBAHMS.
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16 Cruucox ucno/b30BaHHBIX HCTOYHHKOB

OcHOBHBIMH HOPMATHBHO-NPABOBbLIMH " MeTOIN4eCKHMH
AOKYMEHTaMHM, Ha KOTOPBIX 6a3upyercs HacTosimee [lo10keHHne IBJISIIOTCS

®enepanbplii 3akoH 0T 27.07.2006 1. Ne 152-®3 «O mepcoHANIBHBIX
naHHbIX» (manee — D3 «O NEPCOHATBHBIX JAHHBIX»), YCTAHABJIMBAIOIIUM
OCHOBHBIE MPHHIMILEI M ycinoBus oOpaborku I[I1JIH, mpaBa, 0OSI3aHHOCTH WU
OTBETCTBEHHOCTh YYaCTHHKOB OTHOILLIEHUH, CBSI3aHHBIX ¢ 00paboTkoi I1/1H.

«TpeboBanus K 3amuTe NEPCOHABHBIX JaHHBIX IPU HX 0OpaboTKe B
MHQOPMALMOHHBIX ~ CHCTEMaX  MEPCOHAIBHBIX  JAHHBIX»,  yTBEPXKIEHBI
ITocranoBnenuem [paBurenscrea P® ot 01.11.2012 . Ne 1119.

«Ilonoxenne 06 ocobeHHOCTIX O0OPaOOTKM IIEPCOHANBHBIX IaHHBIX,
OCYIICCTBIISIEMOM 0€3 HCIIONb30BAHUS CPEACTB aBTOMATU3AIMN», YTBEPKIEHHOE
ITocranosnenuem IlpaBurenscrea P® ot 15.09.2008 1. Ne 687.

[Tocranosnenue IlpaButensctBa Ne 211 or 21 mapra 2012 roga «O6
YTBEPXKIICHHU II€PEYHA MEp, HANpaBICHHBIX Ha OOECIIEYEeHHE BBITOJIHEHNUS
00s13aHHOCTEH, MpeTycMOTpeHHBIX P3 «O NepCOHaIBHBIX JaHHBIX» U IPUHSTHIMU
B COOTBETCTBMM C HHMM HOPMATUBHBIMH TIPABOBBIMH aKTAMH, OIEPATOPaMH,
ABJIAIOIMMAMUCS TOCYTapCTBEHHBIMU WIIM MyHHUIIUTIAIHHBIMA OPTaHAMHE.

«TpeboBaHUs K  MaTepHajbHBIM  HOCHTEINSM OHOMETPUYECKUX
IEPCOHATBHBIX JAaHHBIX M TEXHOJOTHSM XPAHCHWsS TaKMX [aHHBIX BHE
MHQOPMAIMOHHBIX ~ CHCTEM  [EPCOHANBHBIX  JAaHHEIX»,  YTBEPXKICHHBIE
ITocranosnenuem IIpasurenscrea PD ot 06.07.2008 . No 512.

HopmarusHo-MeToMYeckie  HOKyMeHThl DemepanbHOl  caykOB 110
TEXHUYECKOMY M 3KCHEpTHOMY KOHTpomo Poccuiickoit ®deneparuu (nmaiee -
OCTIK Poccun) no obecnedenuro Gesonacnoctu I1Jln npu ux o6paborke B
NCTIdn:

bazoBast Mozmens yrpos 6e30macHOCTH NEPCOHANBHBIX AAHHBIX NPH HX
00paboTke B MH(OPMALMOHHBIX CHUCTEMAX IEPCOHATBHBIX JAHHBIX, yTB. 3aMm.
nupexkropa PCTIK Poceun 15.02.08 r.

Meroyuka onenks yrpos Ge3omacHOCTH WHGOPMAIMM, YTBEpKICHHAS
®CTOIK Poccuu 5 despans 2021 roxa.

Hpuka3 ®CTOK Poccnn Ne 21 ot 18 ¢espans 2013 roga «O6 yreepKaeHun
CocraBa n conepxanus OpraHU3alUOHHBIX U TEXHMYECKHX MEP 110 00ECTICUEHHIO
0e30MacHOCTH MEPCOHANBHBIX NAHHBIX NPH X 00paboTKe B MH(GOPMAIIMOHHEIX
CHCTEMaX MEPCOHATBHBIX JaHHBIX.

[Tpuxaz denepanbHoli ciry)0bl 6e30omacHocT Poccuiickoit denepanuu oT
10 wions 2014 r. N 378 «O6 yrBepxaenun CocTaBa u COLEpKaHUSA
OpPraHU3allMOHHBIX W TEXHMYECKHMX Mep II0 OO0ECIEYECHHIO Oe30MacHOCTH
IICPCOHATBHBIX JNAaHHBIX TPH HMX 00paboTke B HMHGMDOPMAIMOHHBIX CHCTEMaX
HICPCOHANIBHBIX JAHHBIX C UCHOJIB30BAHUEM CPEJCTB KPUNTOrpapHUECKOM 3aIUThI
MH(QOpMaNnH, HEOOXOAUMBIX ISl BHITONHEHHS yCTAHOBJIEHHBIX IIpaBuTenscTBOM

Poccuiickoit ®eneparum TpeGoBaHMI K 3armuTe [IEPCOHAIBHBIX JAHHBIX IS
KaXXJIOro U3 YPOBHEH 3aIUIIEHHOCTH)).



